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ABSTRACT 

 

Trusted path ensures packet delivery and reduces the packet dropping which results in a 

saving of bandwidth and energy of the mobile node. Trust path finding mechanism has 

been proposed in the literature based on direct and indirect observations and applying 

Bayesian theory, Dempster-Shafer theory involving probability logic. In this research, we 

studied trust computation problem with predefined fixed movement and random movement 

(frMANET) to compute trust. Our scheme(frMANET scheme) is based on state of the art 

subjective logic based belief model involving uncertainty in behavior. We use consensus 

for parallel paths and discounting for transitive paths to get over bad mouthing and ballot 

stuffing. Unlike trust management in a conventional scheme that computes trust based on 

packet dropping and forwarding, we have added a parameter - state of the node indicating 

priority work and unable to participate notification. We have used public key based digital 

signature to assert nonrepudiation for the nodes who deny the fact that they are 

continuously sending positive or negative opinions leading to bad mouthing and ballot 

stuffing. Unlike trust management in a conventional scheme that computes trust based on 

packet dropping and forwarding, we have added a parameter – state of node indicating 

priority work and unable to participate notification. We include service rating as well 

considering file sharing and file downloading as service rating parameter. We have 

evaluated University case study of a course offered by a professor in university to the 

enrolled and not enrolled students. The simulation results show an increase in packet 

delivery ratio with marginal overhead in average message transmission. The scheme helps 

in avoiding unnecessary fluctuations in trust values of trustworthy nodes, less 

computational overhead. 
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CHAPTER – I 

Introduction 

Objective: This chapter describes characteristics of MANET and challenges involved in 

setting up MANET and the constraints involved in setting up MANET. 

1.1 BACKGROUND 

Mobile devices have been smaller, cheaper and also easy to carry and use, and more 

powerful than before; they also run applications and provide network services. Mobile 

computing equipment market has witnessed tremendous growth. The next generation 4G 

architecture is going to be driven by Mobile ad hoc networks (MANETs). Ad hoc 

networking capabilities is going to play a bigger role in overall wireless network 

functionalities of next-generation. Dynamic formation of Mobile ad hoc networks formed 

with an autonomous system of mobile nodes that gets interconnected through wireless 

links that too no use of an existing network infrastructure and no central authority to 

administer. Random movement of nodes, that too free movement of the nodes , arbitrarily 

joining and leaving the group; thus, makes the network’s wireless topology to change  

rapidly and unpredictably. Such a network may work as a standalone network, or may get  

connected to bigger network, Internet. Mobile ad hoc networks do not need any fixed 

infrastructure, such as base station as in wireless infrastructure based system or cellular 

network, hence they are infrastructure less networks. To route a packet, established routes 

between nodes in an ad hoc network includes multiple hops and, hence this network is 

called  “multihop wireless ad hoc networks.”[1][25][28] 

 

MANETs inherit common characteristics found in wireless networks in general, and add 

characteristics specific to ad hoc networking: 

 Wireless:  Nodes in the network use wireless links to communicate and the medium 

is shared such as radio, infrared. 

 Ad-hoc-based:  A mobile ad hoc network is a temporary network formed 

dynamically in an arbitrary manner by a collection of nodes as need arises.
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 Autonomous and infrastructureless: MANET does not depend on any established 

infrastructure or centralized administration. Each node operates in distributed peer 

to-peer mode, acts as an independent router, and generates independent data. 

 Multihop routing:  In MANET it is not necessary to have dedicated routers. Every 

node also has a responsibility of acting as a router and forwarding packets of other 

nodes in the network to enable information sharing between mobile hosts. 

 Mobility: Nodes can make any random movement in MANET even when the 

communication is going on. The topology keeps on changing as nodes move.  Ad 

hoc network is dynamic. This causes the transmission-receiving patterns among 

nodes change everytime. 

 

1.2 Design Issues and Constraints 

 

1.2.1 They are Infrastructure less: Mobile ad hoc networks are multihop infrastructure 

less wireless networks.  There is no central authority to manage.The success of 

communication solely depends on the will of the node to participate, which makes 

management and fault detection difficult.   

 

1.2.2 Dynamically Changing Network Topologies: In mobile ad hoc networks, since 

nodes can take up arbitrary movement, the network topology, changes frequently 

and unpredictably, these results in route unavailability, frequent network partitions 

and overall result is packet loss and decrease in throughput. 

 

1.2.3 Physical Layer Limitation:  Each node broadcasts the transmitted packets with 

the help of radio interface. The radio interface has limited wireless transmission 

range that creates specific mobile ad hoc network problems such as hidden terminal 

problems, exposed terminal problem. Wireless medium is open and shared, chances 

of collisions are high, and probability of packet loss is higher due to transmission 

errors compared to wired systems. 

 

 

1.2.4 Limited Link Bandwidth and Quality : The environment for communication 

between mobile nodes includes constraints in bandwidth, different capacity for 
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each node, higher chances of errors, and open wireless channels. Compared to 

wired links, wireless links have lower capacity, hence congestion occurs. 

 

1.2.5 Variation in Link and Node Capabilities: Each node is having one or more radio 

interfaces. Each interface has different transmission/receiving capabilities and 

operates in different frequency bands. Asymmetric links are generated because of 

heterogeneous radio capabilities of each node. Configuration of each mobile node 

is different from software/hardware configuration point of view that results in 

different processing capabilities. It is a complex process of designing network 

protocols and algorithms for heterogeneous network because this requires constant 

adoption of the parameters such as changing power and channel conditions, traffic 

load/distribution variations, load balancing, congestion, and service environments. 

 

1.2.6 Energy Constrained Operation: Mobile node works on battery power which is 

limited source of energy. Mobile node has limited processing power. So each node 

provides services and applications with constraints. This is a bigger challenge for 

Node in mobile ad hoc network as each node is acting as an end system and a 

router as well. In forwarding packets in the network extra energy is required. 

 

1.2.7  Network Robustness and Reliability: In MANET, nodes themselves are 

responsible for network connectivity. Routing and forwarding is done by nodes. 

Although this replaces the constraints of fixed infrastructure connectivity. This also 

brings design challenges. Due to various conditions like overload, acting selfishly, 

or having broken links, a node may fail to forward the packet. Misbehaving nodes 

and unreliable links can have a severe impact on overall network performance. 

Lack of centralized monitoring and management points means these types of 

misbehaviors cannot be detected and isolated quickly and easily, adding significant 

complexity to protocol design. 

 

1.2.8 Network Security: Mobile wireless networks are generally more vulnerable to 

information and physical security threats than fixed-wire line networks. The use of 

open and shared broadcast wireless channels means nodes with inadequate physical 

protection are prone to security threats. In addition, because a mobile ad hoc 

network is a distributed infrastructure less network, it mainly relies on individual 
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security solution from each mobile node, as centralized security control is hard to 

implement. Some key security requirements in ad hoc networking include: 

1)    Confidentiality: The intended recipients can view.   

2) Access control: Only authorized persons can access wireless 

transmission. 

3)   Data integrity: Data can not be tampered. No accessing, modifying or 

injecting of traffic can be done. 

4)    Denial of service attacks by malicious nodes. 

1.2.9 Network Scalability: The evolution toward a large network consisting of nodes 

with limited resources is not straightforward and presents many challenges that are 

still to be solved in areas such as addressing, routing, location management, 

configuration management, interoperability, security, high-capacity wireless 

technologies, and so on. 

 

1.2.10 Quality of Service:A quality of service (QoS) guarantee is essential for successful 

delivery of multimedia network traffic. QoS requirements include metrics such as 

throughput, packet loss, delay, jitter, error rate. Wireless and mobile ad hoc specific 

network characteristics and constraints, such as dynamically changing network 

topologies, limited link bandwidth and quality, variation in link and node 

capabilities, put extra difficulty in achieving the required QoS guarantee in a 

mobile ad hoc network. 

 

1.3 Motivation for Securing MANET 

In MANET, there is no central authority to monitor. Highly dynamic nature of network, 

does not allow pre computed fixed secure routes to be used to forward packets from one 

node to another. A node may need to route packet through other nodes. This type of open 

network cannot be bound by any security policy defined by owner of the information. 

Cryptographic security mechanisms for providing confidentiality of communication and 

authentication of nodes will not help against packet dropping and delayed packet attack or 

rushing attack. Sharing of information must be through authorized nodes on the trusted 

paths so that packet delivery is ensured.  
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1.4 Research Contribution 

Our research contributes in defining the scheme to establish trusted path using belief model 

of subjective logic for routing in ad hoc network protecting against bad mouthing, ballot 

stuffing, nonrepudiation and achieve increase in throughput in mobile ad hoc network 

considering fixed and random movement. 

 All approaches until now followed probabilistic logic with binary opinion.  We have 

used subjective logic based belief model for conditional reasoning. The most trustworthy 

node also can drop packet or does not participate in providing services if it is doing some 

priority work. In that case uncertainty will be deriving the probability. We have added state

of the node in the consideration. Hence good node having critical work does not get trapped 

as malicious node. At the same time, unnecessary updating of trust values can be avoided. 

Our aim is to consider mobility model and state of the node in computing trust and we want 

our method to neutralize biased opinions. Mobility includes moving on the fixed path 

during the cycle and moving in random direction. State of the node includes prioritized 

state, in which it cannot participate in routing and packet forwarding. This state must not be 

considered as misbehavior.  

We have considered the movement and communication pattern of college students as well 

as professor who is conducting the course. College students and professor has fixed 

classroom and tutorial schedules. College students may participate in event or may have 

some non predefined movement. Professor and students may be involved in priority task; in 

that case they cannot participate in routing and packet forwarding without any bad intention. 

The model has five components to evaluate trust: 

(a) The individual opinion is subjective so we use stochastic Markov model and use 

belief model based on subjective logic. Uncertainty is inherent in the behavior of 

node. 

(b) The mobility models defined for ad hoc network are random-walk mobility model, 

random direction mobility model, random-waypoint mobility model and realistic 

mobility model. We have used fixed (defined) mobility and random walk mobility, 

we will call it frMANET. 

(c) The nodes of MANET have the priority set. If it is doing some priority work, it 

may not participate in packet forwarding, service providing. In that case trust value 

is not updated. The trust aggregation is based on subjective logic operators 
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consensus and discounting to neutralize the bad mouthing and ballot stuffing 

attack. 

(d) The students, who have enrolled in the course, may form subgroups among them. 

They move around together. The nodes together in bounded geographical area is 

called cluster. Within the subgroup only one student communicates with one 

student in other group. This is an application later concept which is handled 

logically. Since only few nodes are communicating, chances of interference are 

less. In case of inter cluster or intra cluster communication; the MAC mechanisms 

handle the node interference. 

(e) We use public key based digital signature to protect against nonrepudiation for 

node denying of sending multiple negative opinion. We use 16 bit key based on 

RSA algorithm. 

We have considered packet forwarding and packet dropping, file sharing, file downloading 

as the parameter for calculating trust. Our contributions in this paper are: 1) we consider the 

fixed and random movement and finding the nodes which can be blacklisted. 2) We use 

stochastic Markov model which reduces the storage overhead of keeping history of 

behavior. 3) To neutralize the biased opinion, we use consensus and discounting operator. 

To deal with nonrepudiation, we use public key based digital signature. 4) To avoid zigzag 

between trustworthy to blacklist we keep node state assuming that in priority state node is 

neither participating in routing nor service providing.  We evaluate the performance in 

terms of effect on throughput, complexity and resource consumption in computing trust.  

The assumption we have made is node participating in routing and information exchange 

are authentic nodes. Authentication is not involved in our scheme. All nodes already 

registered in the network are pretrusted. 

1.5 Objectives 

 The thesis contains seven chapters. Chapter II describes the attacks in MANET. 

Chapter III describes how trust computation is performed. Chapter IV presents literature 

survey. Chapter V explains the proposed model, Chapter VI shows simulation result. 

Chapter VII contains conclusion of the research work. 

   

Conclusion: MANET has dynamic nature and topology keeps on changing. This is the 

major issue while designing MANET. Besides those resources such as battery power,  
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bandwidth is also limited. MANET operates in open environment so security is also a 

major concern.
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CHAPTER – II 

Attacks In MANET 

Objective : MANET uses wireless link, this open environment opens up vulnerabilities 

and threats. MANET faces attacks categorized as routing attack, traffic analysis attack, 

denial of service, Sybil attack. 

2.1 Threats, Attacks and Vulnerabilities 

Ad hoc networks use wireless links. Encryption and authentication mechanisms 

protect against the attack on medium. For wireless network, it is air. Ad hoc 

network face problems of instable power supply, varying bandwidth, connectivity 

loss, ad hoc routing. Security mechanisms are designed to protect ad hoc networks 

from Threat, Vulnerability, and Attack. Attacks are categorized as active and 

passive attacks.

2.1.1 Threats 

 

In Ad Hoc Networks three categories of threats are defined. 

1) Amateur adversary: This type of adversaries focus on wireless network sniffing 

or denial of service(DoS) attacks. 

2) Professional adversary: This type of adversaries focus on man in the middle 

attack, Sybil attack, layer 2 high jacking. 

3) Well-funded adversary: This type of adversaries focus on rushing attacks, 

wormhole attacks. In this type of attack, adversary also tries to capture devices. 

2.1.2 Vulnerabilities in Ad Hoc Networks 

 

Vulnerabilities are lying in routing or in use of wireless links or in the auto 

configuration mechanisms of ad hoc networks. The false routing information 

creates invalid entries in routing tables across the whole network. Routing is on hop
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 by hop bases which needs cooperation of intermediate nodes. A malicious node 

blocks, modifies or drops packet. This is non cooperative behavior. A node by 

sitting in the strategic geographic position regulates the traffic. In case of auto 

configuration mechanism, ICMP router advertisement, neighbor solicitation 

messages or DHCP messages are vulnerable to false replies. Either IP addresses are 

calculated based on these replies or verification is done based on these replies 

concluding that particular IP address does not exist. In case of duplicate address 

detection (DAD) malicious node pretends that it is using the same address as new 

node thus not allowing new node to join the network. Limited computational 

capability make ad hoc networks vulnerable to DOS attack. Nodes get physically 

captured. Ad hoc networks have certain inherent characteristic which makes 

decision process difficult in discriminating legitimate and malicious behavior. This 

includes packet dropping due to wireless link, nodes disappearance due to mobility 

and power constraints. 

2.1.3 Attacks  

 

1) Routing attacks – In [25] authors have described the attacks in detail. The 

adversary either attacks on routing protocols or on routing tables. 

 Black Hole attack – Malicious node announces that it has the shortest 

path and intervene the packets. Then either drops the packets or 

redirects the packets. 

 Spoofing – Malicious node takes identity of the other node; the 

malicious node attempts to receive all packets destined for the legitimate 

node or advertises fake routes. This attack can be prevented by signing 

each message. Signing each message may increase the bandwidth 

utilization and also increases CPU utilization. 

 Modifying Routing packets in Transit – The malicious node modify 

routing message forwarded by another node. In AODV, the malicious 

node modifies the sequence number such that all recent route 

advertisements are ignored. To detect which node modified the routing 

message, each node needs to sign routing message. 
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 Selfish nodes – Several nodes decide not to participate to preserve the 

battery power. This makes ad hoc network inoperable. 

 Wormhole Attack – Malicious node prepares tunnel to transport routing 

or other packets out of the band. 

 Rushing attack – The adversary rush routing packets creating problems 

in routing. 

2) Sleep Deprivation – Malicious node forwards unnecessary packets or requests 

routes from that node, thus drains battery power.  

3) Location Disclosure – In this type of attack, locations of nodes become 

available, thus structure of the network.  

4) Eavesdropping – On wireless link, nodes with suitable transceiver can read the 

transmitted data. This attack can be prevented with the help of encryption. 

5) Traffic Analysis – The adversary extract information about the characteristics 

of transmission. 

6) Denial of Service – The node is not able to reach clients or access points, 

because it has been victim of overwhelming traffic. 

7) Sybil attack – The malicious node attempts to take multiple identities.

 

2.2 Security in MANET 

Collaborative mechanisms of mobile nodes have opened up many applications. 

Traditional security includes maintaining confidentiality, integrity and availability 

of information. Owner of the information defines a security policy and implements 

measures to preserve policy. It is impossible to define policies for open 

network(mobile ad hoc network). The collaboration mainly depends on ethical 

behavior and integrity of members so implemented by collaborative mechanism 

such as trust and reputation. 

Security approaches used for the wired networks or infrastructure based network 

are not suitable for ad-hoc networks. The characteristics of ad hoc network pose a 

number of nontrivial challenges to security design, such as open peer-to-peer 

network architecture, node itself acting as a router, resource constraints, and highly 

dynamic network topology. Security is major issue in MANET. Routing attacks 

cannot be dealt with cryptography mechanism. Trust and reputation management 

schemes deal with routing problems effectively.  
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Conclusion: MANET pause security challenges. Cryptography ensures confidentiality, 

integrity and availability of information. The main challenge in MANET is collaboration. 

There is a need of a mechanism which punishes the nodes that do not collaborate. 

Cryptography mechanism does not work in this case. Trust and reputation management 

scheme deals with such problem. 
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CHAPTER – III 

Trust Computation 

Objective: This chapter defines trust, also describes properties and scope of trust. 

Different trust computation engines are described and their comparison is done. Subjective 

logic is described in detail. The chapter also describes Markov, Statistical, and Mobility 

Models. 

3.1 Need of Trust based system 

 Trust and reputation management schemes are emerging as important decision tool 

in MANET. This helps in decision that which nodes in MANETs must be used for 

forwarding packets to other nodes, or for accepting information or services from other 

nodes. This decision making provides MANETs security from internal attacks where 

cryptographic security cannot work. Forming a mobile ad hoc network of nodes for routing 

and data sharing has been useful. This involves minimum efforts to set up the network. 

Trust is crucial as it helps in decision making. Trust helps in deciding whom to rely on for 

routing the packets as well as getting the services such as file download and file sharing. 

The node which is dropping the packets, delaying the packet forwarding, not providing the 

file which is asked or not sharing the file are considered malicious and their trust decreases 

with each such behavior. The most trustworthy node can also exhibit such behavior in case 

it is doing some priority work. Trust computation engine, in that case, decreases the trust 

and most trustworthy node is identified as a malicious node. In that case, communication 

will be done through less trustworthy nodes or no communication path can be found. To 

avoid this problem, we have considered node state while computing trust so no unnecessary 

decrement of trust values occur. Trust computation schemes are often the victim of false 

praise and false criticism leading to wrong trust value ending up in untrustworthy paths. 

Often node denies that it is falsely praising or falsely criticizing the other node.
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  In MANET, there is no central authority to monitor. Highly dynamic nature of the 

network, does not allow pre computed fixed secure routes to be used to forward packets 

from one node to another. A node may need other nodes to route packets. This type of 

open network can not be bound by any security policy defined by the owner of the 

information. Cryptographic security mechanisms for providing confidentiality of 

communication and authentication of nodes will not help against packet dropping and 

delayed packet attack or rushing attack nor it can help in rating the services. Trust and 

reputation systems are emerging as important decision support tools for selecting the 

node for routing as well as getting services. 

 

3.2  Definition of Trust 

“Evaluation Trust” is the term defined by Gambetta. Evaluation Trust is the 

subjective probability for individual B assigned by an individual, A, thinking that, 

given action is performed by B on which its welfare depends. 

“Decision Trust” is the term defined by McKnight &Chervany which emphasizes on 

willingness with sense of relative security so that dependence on someone else in a 

well defined situation can be made but it is possible that negative results can be 

obtained. Trust is derived from  the reputation of the system.  

Josang in [10] defines aspects of trust that includes scope of trust, functional trust, 

referral trust, direct trust and indirect trust. Scope of trust “σ” is attached to relying 

party and relying party is dependent on this function and also trusts this function. In 

case of Functional trust “fσ”, the trusted party executes the function. Referral trust 

“rσ” means recommending someone(a party) by trusted party that in turn performs 

the required. Direct trust “dσ” is derived from direct experience. The trust gathered 

from participants which is computed from recommendations is called Indirect trust 

“iσ” .  

Trust measure µ can be defined in different ways.

a.)  Binary (Trusted, not trusted),  

b.) Discrete(strong, weak, trust, distrust),  
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c.) Continuous (percentage, probability, belief).  

 Time stamp is the time when trust was computed and expressed. It is denoted by 

Time τ. Trust is always the function of time and it diminishes with time. 

 Discrete binary form is used to express Binomial Bayesian reputation systems. 

Discrete binary form suggests that rating is - positive (good) or negative (bad).  Discrete 

graded levels are used for Multinomial Bayesian reputation systems. Ratings are given 

with discrete graded levels such as mediocre - bad - average - good – excellent.  

To establish Trust is a challenge. It is an important issue in case of secure routing 

for ad hoc networks. The infrastructure less nature of MANET and multi hop routes need 

trusted path to ensure packet delivery in the presence of intermediate malicious nodes. In 

MANET retransmission of packets is difficult and packet loss is intolerable. A trust model 

helps in establishing trusted paths and in turn increases packet delivery ratio. Trusted path 

ensures that node gets the service which it has asked for. 

3.2.1 Trust scope  

 For relying party needs to decide, who to trust. For that trust scope is defined. And 

it is referred by the relying party. 

 Functional trust: The trusted party performs the function. On the basis of that trust 

values are derived. It depends whether function performed successfully or not. 

 Referral trust: To perform certain function, the trusted party gives 

recommendations for a party (who recommends a party) and then that party 

performs the function. 

 Direct trust: Direct trust is the result of direct experience.  

 Indirect trust: Indirect trust is the result computed from recommendations from 

others. 

3.2.2 Properties of Trust 

 Following properties can be seen in the trust metric. 

 Context dependence: Specific context is given in which the trust 

relationships are meaningful. 

 Function of uncertainty: The said entity may perform assigned action with 

certain probability. Trust is an evaluation of that probability. 
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 Quantitative values: Trust can be represented as numeric value, continuous 

or discrete values. 

 Asymmetric: Even if A trusts B, not necessarily B trusts A. This proves that 

Trust is not identical in both directions proving that it is not necessarily 

symmetric. 

 Transitive: Trust is abided by transitive property. In case, node A trusts 

node B and node B trusts node C, then node A trusts node C. Though in reality it 

may differ, if A trusts B, and B trusts C, it does not guarantee that A trusts C. 

Trust is not perfectly transitive in a mathematical sense but personalized: Trust is 

inherently a personal opinion. Two people have different opinions in case of 

evaluation of trustworthiness about the same entity. 

3.2.3 Reputation and trust-based systems can be broadly classified by the following 

groups: 

 

3.2.3.1 Observation: 

 First-hand: To update or establish trust, direct observation is used means 

system uses its own experience. 

 Second-hand: To update or establish trust, the system uses information 

provided by participants. 

Majority of the schemes derived till now are working on first-hand as well as second hand 

information and update reputation score. In such schemes opinion is built based on the 

knowledge gained from neighbors. Few systems do not rely on the both types of 

information. In case of the systems that use only first-hand information, other nodes do not 

influence the computation of the node’s reputation value. These schemes make the system 

robust against false opinions, but at the same time only first-hand information is not 

enough to build reputation of any particular node.  

3.2.3.2 Information Symmetry  



Definition of Trust 

 

35 
 

Symmetric: All nodes in the network have access to the same amount of 

information, i.e., both first-hand and second-hand. When making a decision, no 

node has more information than any other node. [12] 

Asymmetric: All nodes do not have access to the same amount of information.  

3.2.3.3 Centralization 

Centralized: One central entity maintains the reputation of all the nodes in the 

network. Such a reputation system can cause both a security and information 

bottleneck.[12] 

Distributed: Each node maintains the reputation information of all the nodes it 

cares about. In this kind of a reputation system, there could be issues concerning 

the consistency of reputation values at different nodes, i.e., there may not be a 

consistent local view. Each node can have either local or global information. 

Local: Nodes have reputation information only of nodes in their neighborhood. 

This is the most reasonable option, particularly for static sensor networks, since 

nodes interact only with their immediate neighbours. This mitigates memory 

overhead to a large extent. 

Global: Nodes have reputation information of all the nodes in the network. This is 

suitable for networks with lots of node mobility. Even after moving to a new 

location, nodes are not completely alienated and have a reasonable understanding 

of their new neighborhood. Unfortunately, this leads to a large overhead, and can 

lead to scalability problems. 
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Evidence gathering 

Direct Observation 

Indirect Observation 

Centralized or decentralized Trust 

gathering 

Compute Trust and Make decisions 

 

FIGURE 3.1 Process of interaction decision making in individual-level trust model. 

 

FIGURE 3.2 elements of Trust/reputation model(extended view)[24] 

Li and Singhal in their study compared trust management system that is either evidence-

based or monitoring-based trust management. Nodes establish trust relationships. Any 

proof (evidence) that makes base for trust relationships among nodes is element of 

Evidence-based trust management: the proof elements include public key, address, 

identity. The proof element (evidence) can be generated using a challenge and response 

process that is used by any node for itself or for other node too. Monitoring-based trust 

management relies on direct information and based on that the trust level of each 

participating node is determined (e.g., observing the benign or malicious behaviors of 

neighboring nodes, such as packet dropping, and packet flooding leading to excessive 

resource consumption in the network, or denial of service attacks) as well as indirect 
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information (e.g., reputation ratings, means recommendations put forwarded from other 

nodes) 

 

Aivaloglou et al. classify certificate-based framework and behavior-based framework, two 

types of trust building frameworks for MANETs. In the first, nodes are occupying pre 

defined positions. Defined mechanisms work on that knowledge to populate trust 

relationships within the network. Nodes themselves or in cooperation with other nodes 

derive trust relationships using certificates. When certificates are used, they have to be 

distributed to all, maintained by particular node and managed by all. Trustworthiness of the 

target node is decided based on a valid certificate. Based on certificates trust decisions can 

be made. The certificates are either issued by certificate authority or by other nodes called 

the certificate issuer nodes. In behavior-based framework, all behaviors of neighbors are 

continuously monitored by each node and trust is computed. In the behavior-based 

framework reactive approach is followed, which assumes that the preloaded authentication 

mechanisms check the identities of nodes in the network. For example, the mechanism will 

prove a node to be a selfish node, if a node uses network resources in an unauthorized way 

and will be put up as in isolation from other nodes. 

Aivaloglou et al.[36] also classify based on the kind of architecture used to establish trust: 

hierarchical framework versus distributed framework. In the first type of architecture, 

capabilities or levels of trust are used, based on that hierarchy is derived for the given 

group of nodes. In this framework, on line or off line evidence is provided by centralized 

certificate authorities or trusted third parties. Distributed nature of systems does not 

support centralized infrastructure; so in distributed environment, all nodes have few and 

equal, responsibility for acquiring, maintaining, and later on distributing trust evidence.

 

3.3 Trust Computation Engines 

3.3.2 3.3.1 Summation and average 

In case of summation and average, the equation is given by  

 Summation Reputation score = Σ(positive) -Σ(negative) 

 Average Reputation score = Σ(ratings)/N(ratings) 
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 Summation Reputation score is used by Ebay and average reputation score is used 

by Epinions. This model can be combined with sliding time windows. Though the method 

is very easy from the understanding and implementation view but the results may not be 

accurate, generating the false values of reputation. 

3.3.3 Hidden Markov Model 

In this model true nature of future services are unknown. This models work on States of 

service where Service provider is modeled as a Markov chain. This model is sound 

statistically but parameters are required. 

3.3.4 Bayesian Reputation Systems 

This flow model is theoretically well proven algorithm for rating and includes models 

based on Binomial and multinomial functions. Rating does not have range bounds in this 

model. The operators used are combination, discounting. Longevity factor is considered 

with weight ~ transaction value. 

3.3.4.1 Binomial reputation Computation considering longevity factor 

The following parameters are considered. 

 Ri: collected  positive evidence at time i 

 Si: collected  negative evidence at time i 

 r: positive evidence considering unit time interval 

 s: negative evidence considering unit time interval 

 λ: longevity factor in range [0,1] 

 Ri+1= λ⋅Ri+r: Recursive updating algorithm 

 Si+1= λ⋅Si+s: Recursive updating algorithm 

 

Score calculation is done according to following equation. 

Score 
iiii

ii
i

SRsbaserbase

Rrbase
SCORE




 : Score at time period i 

 Typically, rbase= 1, sbase= 1              (1) 

3.3.4.2 Multinomial reputation score:: a r 
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The multinomial reputation score follows the Dirichlet-PDF probability 

expectation. The computation engine needs following 

 1) Reputation score 

 2) Multinomial evidence vector 

 3) Multinomial base rate vector 

 W = 2   Weight of non-informative prior 

            l: Number of rating levels 

 Lj: particular rating level 

 






l

1j j

jj

j
)L(RW

)L(a.W)L(R
)a,RL(Score

                   (2)    

 

3.3.4 Discrete Models 

3.3.5  Discrete measures are categorized as “Very trustworthy”, “trustworthy”, 

“untrustworthy” Computation. This uses Heuristic formula for computation or use lookup 

tables. The model is easy to understand, qualitative but if theoretically considered than 

does not give concrete base. 

3.3.6 3.3.5 Belief models 

 This model starts working with assumption of a trust scope σ.  

a.) Each trust scope has two semantically differing variants. 

 Functional: Trust x for scope σ. Asking for water tap fitting, one need to rely on 

plumber so function of fitting water tap will define a plumber to be good or not. 

 Referral: Trust x to refer or recommend someone/thing for scope σ. Someone has 

got a good work done from a plumber so he will recommend that plumber as a good 

plumber. 

b.) There are two topological types. 

Direct: Direct experience has helped in establishing Trust. 

Indirect: Trust is derived as a result of second hand evidence. 

3.3.6 Flow models 

a. This model performs Transitive iteration through graph. This model can have 

Loops and arbitrarily long paths.  
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b. Uniform Distribution of Source who provides trust. Early version of PageRank had 

uniform distribution. Sources are distributed discretely, as in current PageRank and 

EigenTrust. In this model Sum of trust can be constant, e.g. PageRank or increasing 

with network size, e.g. EigenTrust 

 We evaluated all trust computation engines. Summation or average method is not 

efficient as it does not protect against ballot stuffing or bad mouthing attack. Hidden 

Markov model does not prove efficient as MANET involves parameters that cannot be pre 

specified because of the dynamic nature of MANET. Discrete models, flow models and 

fuzzy models do not provide relevant mathematical background for trust calculation in 

MANET. Bayesian Reputation Systems are widely used in literature but they do not 

consider uncertainty. Nodes inherently involve uncertainty in the behavior so we 

considered belief model based on subjective logic. 

3.4 Subjective Logic 

 When standard logic is considered, propositions are evaluated to produce either true 

or false. Probabilistic logic considers the range [0,1] to express the arguments as a 

probability. Degrees of uncertainty is involved in Subjective logic which otherwise is a 

probabilistic logic where

degrees of uncertainty are used to express probability values. There is a bijective mapping 

that exists between respective trust and reputation representations meaning Trust models 

derived based on subjective logic and Bayesian reputation systems are directly compatible. 

Subjective logic is generalization of binary logic and probability calculus. 

• Probability calculus –Probability calculus is considered to be dogmatic opinions 

where ux=0 which is equivalent to probabilities.  

• Binary logic –Binary logic is considered to be absolute opinions bx=1 which is 

equivalent to TRUE.  

• Subjective logic that considers uncertainty is also a probabilistic logic. This 

considers uncertainty explicitly. Ownership means one who has derived this belief.  

• Arguments are passed to subjective logic, if proposition is considered then they are 

subjective opinions about proposition.  

• Binomial subjective opinions is given by  

•               where  is observer A’s belief in x  

•                 is observer A’s disbelief in x  )x(dd A

x 

)x(bb A

x 
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•                 is observer A’s uncertainty about x 

• A

xa is the base rate of x  

• b,d,u represent belief, disbelief, uncertainty respectively where b,d,uε [0,1] and 

b+d+u=1. 

• Base rate is the default value if belief value is yet not computed. 

• The confidence parameter can be defined as equal to (1-c). The confidence of a 

trust value is equal to the certainty of the corresponding opinion. 

• Probability Expectation value  E( w) = b+au 

• The probability density over binary event spaces can be expressed as beta 

PDFs(Probability Density Functions) denoted by beta(α,β) . r and s express number 

of positive and negative past observations respectively. 

                              α= r+2a                   β=s+2(1-a)            (3) 

 In probabilistic logic, and binary logic, it is difficult to express degrees of 

ignorance present in case of input arguments. Consider the expression “I don’t know”, it 

cannot be expressed. Even if analyst is not able to provide any reliable value for the given 

input argument, a value has to be set. This leads to unreliable conclusions, in literature it is 

described as the “garbage in - garbage out” problem. For the expression, “I don’t know the 

truth values of x1 and x2” and the analyst needs to derive p(x1 ∧x2), then there does not 

exist anything in probabilistic logic. Even Kleene’s three-valued logic does not provide an 

adequate model. Kleene’s logic dictates value UNDEFINED for (x 1 ∧x2) when x1 and x2 

are defined as UNDEFINED. In case of an arbitrarily large number of variables xi that are 

all UNDEFINED, the model hangs. Arguments in subjective logic form subjective 

opinions about propositions. Consider single proposition, where a binomial opinion is 

applied, and can be represented as a Beta distribution. In case of multinomial opinion, a 

collection of propositions are applied, and can be represented as a Dirichlet distribution.  

 Subjective logic defines a trust metric called opinion denoted by w
A
x  = ( b


,u, a


), 

which expresses the relying party A’s belief over a state space X. Here b


 represents belief 

masses over the states of X, and u represent uncertainty mass where b


, u ∈[0, 1] and P(b


 

+ u) = 1. The vector a

∈[0, 1] represents the base rates over X, and is used for computing 

the probability expectation value of a state x as E(x) = (b


x) + a


 (x)u, meaning that 

)x(uu A

x 
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a


determines how uncertainty contributes to E(x). Binomial opinions are expressed as w
A
x  

= (b, d, u, a) where d denotes disbelief in x. 

 When trust and referrals are expressed as subjective opinions, each transitive trust 

path Alice→Doll→James, and Alice→Clerk→James can be computed with the transitivity 

operator, where Doll and Clerk both refer to James. The reference trust is discounted as a 

function Alice’s trust in Doll and Clerk respectively. Cumulative or averaging fusion 

operator is used to combine two paths. 

 [A:B] denotes a trust relationship between A and B. “:” symbolizes the transitivity 

of two arcs and“⋄” symbolizes the fusion of two parallel paths. “⊗” corresponds 

transitivity operator for opinions and “⊕” denotes fusion operator. 

3.4.2 Binomial Opinions 

3.4.2.1 Binomial Opinion Representation 

Binomial opinions are expressed over binary frames, and their mathematical 

representation is done by a special notation. To consider general n-ary frame X as a binary 

two situations are taken. a binary partitioning consisting of (i) one of its proper subsets x 

and (ii) the complement x. 

 Definition 1 (Binomial Opinion) Let X = {x, x}. n-ary frame can be  a binary 

frame or a binary partition. Quadruple ω x = (b, d, u, a) is a binomial opinion about the 

truth of state x is the ordered where: 

x is true then belief mass  in support is ,b (belief) 

x is false then belief mass  in support is, d (disbelief) 

belief mass is not committed then u (uncertainty), 

In the absence of committed belief mass a (base rate) is the a priori probability. 

 These components satisfy b + d + u = 1 and b, d, u, a ∈ [0, 1]. There are different 

binomial opinion classes with different characteristics. A binomial opinion: 

Where b = 1 is equivalent to binary logic TRUE, 

Where d = 1 is equivalent to binary logic FALSE, 

where b + d = 1 is equivalent to a traditional probability, 

where b + d < 1 expresses degrees of uncertainty, and 

where b + d = 0 expresses total uncertainty. 

The probability projection of a binomial opinion on proposition x is defined as 
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Ex = b + au 

3.4.2.2 The Beta Binomial Model 

A Beta pdf (probability density function) is symbolized as Beta(p | α, β). α and β are its 

two evidence parameters, a general Binomial opinion with uncertainty corresponds to 

where Beta pdfs are expressed as: 

                  Beta(p | α, β) = )()(

)(



 

 p
1
(1 − p)

1
  (4) 

Where 0 ≤ p ≤ 1, α > 0, β > 0 , with p ≠ 0 if α < 1, and p ≠1 if β < 1. p has  this 

restriction which is a probability variable. 

 For x, Let r is the number of good observations, and let s is the number of 

bad observations. Considering base rate a, the α and β parameters can be 

expressed as a function of the observations (r, s) . 

  α = r + Wa 

  β = s + W(1 − a)  

Beta(p | r, s, a) =  a))-W(1+(sWa)+(r

 W)+s+(r




1)-Wa(r+ p (1 – p)

 1)-a)-W(1+(s
          (5) 

where 0 ≤ p ≤ 1, (r + Wa) > 0, (s + W(1 − a)) > 0 ,  is other presentation for the 

above equation where probability variable p ≠ 0 if (r + Wa) < 1, and p ≠ 1 if (s + 

W(1 − a)) < 1 that is the restriction on p. 

 W indicates the non-informative prior weight. W=2 normally, that 

ensures that the base rate a = 0.5 by default when no prior (i.e. when r = s = 0) 

observations are available. The Beta pdf with default value  shows behavior of a 

uniform pdf. 

The probability expectation value of the Beta pdf is defined below: 

                    E(Beta(p |α, β)) = α/(α + β) =
Wsr

War




                                  (6) 

3.5 Opinion Classes with their representation 

3.5.2 Binomial Opinion with corresponding Beta Mapping 
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Let a binomial opinion be ω x = (b, d, u, a) . The parameters of a Beta pdf is 

denoted as Beta(p | r, s, a).Their mapping is as follows: 

Definition 2 (Binomial Opinion-Beta Mapping) 

Let a binomial opinion be ωx = (b, d, u, a) and For the same proposition x let Beta(p 

| r, s, a) be a Beta pdf, or similarly, the binary state space be {x, x}. The 

equivalency of opinions ωx and Beta(p | r, s, a) is as follows: 

 

 For u≠0 For u=0 
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srW
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Theorem 1. Equivalence Between Opinions and Reputations

 

 

 Let an opinion be denoted as ω = (b


,u, a


), and Reputation be denoted as R


,Let the 

state space be X,  both opinion and reputation are defined over X where the  base rate a


 

also applies to the reputation. Then the following equivalence holds [3]: 

For u ≠ 0: 
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 Degree of uncertainty is always used to express Subjective opinions. Subjective 

opinion expresses beliefs about the truth of propositions, and Ownership of the opinion is 

also indicated whenever necessary. A

xw expresses a subjective opinion where A is the one 

who gives opinion, is said to be subject, and opinion is applicable to the target frame X. 

ω(A : X) is the other way to express opinion.  

 An opinion has optional attributes the belief owner (subject) and the 

propositions(object). The belief vector b


X, the uncertainty mass uX and the base rate 

vector a


X forms  a composite function that builds an opinion. 

 There are particular classes of opinions. If opinion is binomial, it is applied on 

binary frames. Uncertainty classifies the opinions. For uncertain opinion,  uX> 0.  

Dogmatic opinion is one when uX= 0. 

Table 3.1 Opinion classes with equivalent probabilistic representation 

 Binomial 

Cardinality |x|=2 

Multinomial 

Cardinality |X|>2 

Uncertain u>0 UB opinion 

Beta pdf 

UM opinion 

Dirichlet pdf over X 

Dogmatic u=0 DB opinion 

Scalar probability 

DM opinion 

Probabilities on X 

 

 
Table 3.2 Correspondence between probability, set and logic operators 

 
Subjective logic 

operator 

Symbol Binary logic/set 

operator 

Symbol Subjective logic 

notation 

Addition + Union ᴜ www yxyx   

Subtraction - Difference \ www yxy\x   

Multiplication . AND ᴧ w.ww yxy.x   

Division / UN AND   w/ww yxyx   

Discounting   Transitivity : 
www B:A

x
B
x

A
B   

Cumulative Fusion   n.a.   www BA
x

B
x

A
x   

 

 

3.5.2 Generalizing Probabilistic Logic as Subjective Logic: 
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 Binary logic TRUE or FALSE is the argument opinions; the corresponding 

propositional/binary logic operator gives the same result as the result generated by any of 

the subjective logic operator. When traditional probabilities are the bases of the argument 

opinions, corresponding probability operator generates the result same as any of the 

subjective logic operator. 

When degrees of uncertainty is observed in the argument opinions, correct expectation 

value is derived from the operators involving multiplication and division which are derived 

opinions that always have but possibly with approximate variance when seen as 

Beta/Dirichlet probability distributions. Analytically correct values for the expectation 

value and the variance are always observed in case of all other operators. 

3.6 Discounting operator 

To compute transitive trust, Discounting is used. It is denoted by  . 

When transitive path is considered, Discounting increases uncertainty so that the 

expectation value in confidence is reduced. 

3.7 Consensus operator 

 

                                                                                (7) 
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Case 2 : 

1. 
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Consensus operator reduces uncertainty. i.e. increase the confidence in the 

expectation value.  

3.8 Markov model 
 

This represents a mathematical system that undergoes transitions from one state to 

another between a finite or countable number of possible states. Characterized as 

memoryless, this is a random process. The next state depends only on the current 

state and not on the sequence of events that preceded it. 

3.9 Statistical Model 
 

This model is a formalization of relationships between variables in the form of 

mathematical equations. A statistical model describes how one or more random 

variables are related to one or more other variables. In this model, the variables are 

not deterministically but stochastically related. A deterministic system is a system 

in which no randomness is involved in the development of future states of the 

system. A deterministic model will thus always produce the same output from a 

given starting condition or initial state. 

  In probability, a stochastic system is one whose state is non-

deterministic. The subsequent state of a stochastic system is determined both by the 

system’s predictable actions and by a random element. A stochastic process is one 

whose behavior is nondeterministic. It is a sequence of random variables. 

  Nodes in MANET represents a statistical model as (Y,P). Y is in 

packet forwarded, packet dropped, service provided, service not provided, service 

provided that is asked for, service provided with something other than what is 

asked for. The probability is between 0 to1. In MANET the conclusions are drawn 

from data that is subject to random variation called statistical inference. The 

randomness is involved in movement and node’s own perspective in participating 

in group activity. 
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3.10 Mobility Models 

 

a.) Random Walk Mobility Model (RWMM) – This model is memoryless mobility 

model. Current speed and direction is independent of past speed and direction. 

This can generate unrealistic movements such as sudden stops and sharp turns. 

b.) Random Waypoint Mobility Model(RWMM) – This model includes pause 

times between changes in direction and/or speed. Node begins by staying in one 

location for a certain period of time. Choose a random destination and 

speed[minspeed,maxspeed] 

c.) Random Direction Mobility Model(RDMM) – This model creates density 

wave. Clustering of nodes occurs in one part of simulation area.

3.11 Problem Statement 

To generate trusted path in mobile ad hoc network, mask bad mouthing and ballot 

stuffing using discounting in transitive paths and consensus in parallel paths 

minimizing the exchange of opinions from nodes, achieve nonrepudiation through  

public key based digital signature and achieve increase in throughput. 

3.12 Scope 

 Simulation of ad hoc network by our own configured nodes and network 

parameters. 

 Identification of misbehaving nodes. 

 Bad mouthing and ballot stuffing masked with consensus and discounting 

operator. 

 Blacklist the node to achieve higher throughput. 

 Nonrepudiation 

 

Assumption: The node entering the ad hoc network is an authentic node and has got 

authentication token to participate in the network. 

3.13 Objectives 

The overall objectives of our research are summarized as: 

 Use of belief model based subjective logic to compute trust. 
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 Identify node behavior based on the stochastic parameter in routing(packet 

forwarding, packet dropping) and in providing service(file sharing, file 

downloading) using Markov model. Updating local node trust table based on current 

transaction and current trust values. Node must be neither burdened with keeping the 

history of behavior nor should have the overhead of message passing. 

 Node is busy in high priority work. Hence do not participate in routing or service 

providing. The trust values are not updated hence avoid unnecessary zigzags in trust 

values of good node. 

  Use discounting and consensus operator for eliminating bad mouthing and ballot 

stuffing. 

 Attaching public key based digital signature to avoid nonrepudiation in case of bad 

mouthing and ballot stuffing where node is denying the fact that it is constantly 

sending positive or negative opinions. 

 Computing the global trust values and updating each node with new trust values for 

nodes in the ad hoc network at regular time interval. 

 Punish the misbehaving nodes by blacklisting and barring them from participating in 

the network and also from getting services from the network. 

 Increase the throughput in terms of packet delivery ratio. 

 

3.14 Research Methodology utilized for research work 

a) Null Hypothesis:In case of fixed and random moving nodes in MANET, 

misbehavior in routing or service providing, decrease belief, aggregate belief 

values by taking opinions, blacklist the node if belief is below threshold value. 

b) Research Hypothesis: In case of misbehavior in routing or service providing, 

decrease belief, aggregate values using subjective logic by taking opinions, 

blacklist the node if belief is below threshold value masking ballot stuffing and 

bad mouthing. 
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CHAPTER – IV 

Literature Survey 

Objective: This chapter evaluates various schemes for trust evaluation and also describes 

how nodes interact to set trust score and complexity of each scheme.  

4.1 Reputation Rating Only Through Positive Opinions 

 Michiardi and Molva [14] described CORE “A Collaborative Reputation 

Mechanism to enforce node co-operation in Mobile Ad hoc Networks”. CORE is a 

distributed, symmetric reputation model that uses both first-hand and second-hand 

information for updating reputation values. It uses bi-directional communication symmetry 

and dynamic source rout-ing (DSR) protocol for routing. CORE assumes wireless 

interfaces that support unrestrained mode operation. In CORE, each node is modeled as a 

member of a community and have to contribute continuously to remain trusted, else their 

reputation will degrade until eventually they are excluded from the network. CORE uses 

three types of reputation, namely subjective reputation, indirect reputation, and 

functional reputation and addresses only the selfish behavior problem. CORE 

emphasized more on the past observations than the recent observations. The most recent 

misbehaviour of a node has minimum influence on the evaluation of overall reputation 

value of that node. CORE deals with two types of protocol entities, a requestor and a 

provider. Requestor is a network entity asking for the execution of a function and it may 

have one or more providers within its transmission range. Provider is any entity supposed 

to correctly execute the function asked by requestor. In CORE, reputation table (RT) is 

maintained for each function pertaining to a specific node with four parameters: unique ID, 

recent subjective reputation, recent indirect reputation, and composite reputation for a 

predefined function. Each node is also equipped with a watchdog mechanism for 

promiscuous observation. RTs are updated in two situations: during the request phase and 

during the reply phase [12]. 

 The subjective reputation is computed for the neighboring nodes only with direct 

observations in the request phase. If provider does not respond to a requestor’s request, 

then a negative rating is given with an impact factor of 3/4 of that observation, hence the 

reputation of the provider decreases. The reputation ranges between -1 and 1. For the new 

nodes, reputation score of 0 is assigned. 
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CORE uses indirect reputation, called second hand information, meaning that the 

impression of other nodes influences the reputation rating. The restriction imposed by 

CORE is, nodes can exchange only positive information leads to the prevention of bad 

mouthing attacks on benign nodes. The reply message has a list of nodes that cooperated so 

indirect reputation gets updated only during the reply phase. 

 CORE uses functional reputation and combines value of direct and indirect 

reputation for different functions. Different weights are assigned to different functions 

including routing. The global reputation is a measure of three types of reputation. Positive 

reputation values fade with time that encourages nodes to cooperate. This prohibits a node 

from initially cooperating to build a good repute and then behaving maliciously. 

 CORE emphasizes on positive opinions that leads to ballot stuffing. Which 

different functions to consider and how much weight should be assigned to each are not 

very well defined in this paper. 

4.2 Trust And Reputation Based On Bayesian Theory 

 In [2] Buchegger Setel. proposed robust theory. The theory was for calculating trust 

and reputation based on Bayesian theory.  Reputation rating denoted by Ri,j is defined by 

two numbers(α’, β’). It is updated on 2 types of events (1) when first-hand observation is 

updated (2) when a reputation rating published by some other node is copied. In this 

scheme less weight is given  to evidence received in the past that allows for reputation 

fading. 

• α’ := µα’ +s and β’ := µβ’ + (1-s). 

• Ri,j := Ri,j + wFk,jwhere  Fk,jfirst.hand information I gets from k about j.  

• Result of deviation test decides whether I consider k trustworthy. 

• Let  Fk,j = (αF,βF) and Ri,j = (α,β) .   |E(Beta(αF,βF))-E(Beta(α,β))|≥d where d is a 

positive constant(deviation threshold). If deviation test is positive, the first hand 

information is considered incompatible and not used. Else Fk,j is incorporated.  

• Node I thinks that there is a parameter Φ such that node j gives false reports with 

probability Φ the prior Beta(γ,δ). 

• The trust rating Ti,j is equal to (γ,δ)=(1,1) 

• s=1 if deviation test succeeds and s=0 otherwise. 

• Ti,k = (γ,δ) is updated by γ := vγ +s and   δ :=vδ +(1-s)  Here v is a discount factor 

for trust      
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 In this, the scheme is robust. The nodes monitor the behavior of neighboring nodes 

by being in promiscuous mode, which consumes energy which is not desirable in wireless 

nodes. How much weight should be given to the past observation, how many past 

observations should be considered –are the questions that surround this scheme. 

Maintaining multiple paths with ratings and choosing and avoiding paths based on ratings 

makes scheme complex and initial route set up taking time. If nodes are mobile and need to 

find route frequently, then this scheme is costly in terms of route establishment. Once 

weight 0 is assigned meaning that node is not considering the second-hand information but 

later on a node wants to consider the second-hand information, then how to increase 

weight to consider second- hand information is not mentioned. 

4.3 Trust Graph Based On The States And Locations Of Nodes At Time 

Points 

In [3] Zhao H. et el. has defined theory to derive trust graph based on the states and 

locations of nodes at time points. All the moving nodes are represented as a collection of 

states {X1,X2..Xn}. These states are vertices in trust graph. One node may have multiple 

states according to locations and time. Each node has short radio range, high mobility, and 

uncertain connectivity. When two objects meet they have a contact probability Pε[0,1]. 

Cyclic movement is common. The cyclic property is characterized as follows:  If two 

nodes meet at time T0 for the first time, they have a high probability to meet after every 

particular time period Tp. Each node i cyclically moving has a motion period or cycle time 

Ci. The system motion cycle time Cs is least common multiple of all nodes’ motion cycle 

time in network.  

 Trust graph is based on the states and locations of nodes at time points. One node 

may have multiple states according to locations and time. The state for each node is 

represented as i/Ti{Loc}, where i is the node ID and Ti{Loc} is the appearance time at 

particular locations. 

 

                 Ti{Loc}=T0i{Loc}+Cix n (n=0,1,2..) 

• Edge directed from node i to node j if and only if node i has a trust rating on node j. 

Ri,jε[0,1]. The trust rating indicates how the nodes performed on previous routing, 

packet forwarding and transaction. 

• Edge is labeled with trust rating and time function.

• TRi,j =T0Ri,j+lcm(Ci,Cj) x n(n=0,1,2..)  
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• In trust path finding process, the current hop/state is represented as x and the next 

hop/state is represented as x’. The state transition function P x,x’ determines the 

transition probabilities to the next state. A reward is earned for each state transition.  

       Pr(xt+1 = Xt+1|x1=X1,x2=X2….xt=Xt)=Pr(xt+1=Xt+1|xt=Xt)  

• Rx,x’, the reward received after transition to state x’ from state x with transition 

probability Px,x’. 

• Px,x’ =                                                                    (13) 

 

 

 

Γ is the discount rate and satisfies 0≤γ≤1. It is typically close to 1.  

 

                                                                                             (14) 

 

na is an adjusting factor. na=1,2,3 …  

na
k,jj,ik,jj,ik,ik,i )R,Rmax()R,R[min(,Rmax(R 

             (15)
 

 In [3] to draw trust graph, locations of nodes are maintained. How to maintain 

locations and which node will maintain the position and the basis for establishing 

connectivity to draw graph is not clear. The scheme considers all previous states. 

Constructing and maintaining this type of data structure and storing data in this for mobile 

nodes is difficult. It even gets worst when large numbers of nodes are involved. If the node 

does not move in the cyclic route, then what the system will do is not mentioned in the 

scheme. 

 

4.4 Iterative trust and reputation management mechanism(ITRM) 

 In [4] Ayday E. et el. describes the way to computing the service quality 

(reputation) of the peers who provide a service by using the feedbacks from the peers who 

used the service. The trustworthiness of the raters is determined by analyzing their 

feedback about service providers. Two types of system (i) The set of SPs(Service 

providers) (ii) the set of service consumers are considered. The global reputation of the jth 

SP and the rating that the rater i reports about the SPj as TRj and Trij.Ri denote the rating 

trustworthiness of the ith rater. 
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                                                                   (16) 

 

Compute the initial value of each bit vertex j based on weighted average of the edge values 

incident to it. 

•  A is the set of check vertices connected to bit vertex j. 

•  In the first iteration, compute the average inconsistency factor Ci of each check 

vertex i using the values of bit-vertices that it is connected to. 

)TR,TR(d]1[C jj iji                    (17)
 

 

Where γ is the set of bit vertices connected to the check vertex i and d(.,.) is a 

distance metric used to measure the inconsistency. The selected check vertex i with highest 

inconsistency is placed in the blacklist if its inconsistency is greater than or equal to a 

definite threshold. For blacklisted check vertex i, delete its ratings (Trij) for all bit vertices j 

it is connected to. Update the values of all the bit vertices using (Eq. 17).  

 In [4] generating and storing bipartite graph for a large number of nodes is 

difficult. Initially to generate the Bipartite graph, all raters and service providers’ 

information is to be gathered. The raters may have used different criteria to rate the service 

providers, which is not considered in the paper. How to measure distance and in the case of 

mobility, how it would affect is not clear.

4.5 Decentralized Object Reputation And Ranking System 

 In [5] Walsh K. et el described Credence, a decentralized object reputation and 

ranking system for large-scale peer-to-peer file sharing networks. Credence depends on 

other peers to mark authenticity of the online content. When there is no way to determine 

trust on peers, then peers often receive service from untrustworthy peers result in peers 

wasting resources on mislabeled content or may end up downloading Trojans. Credence 

system equips every client with a cryptographic key pair K to ensure integrity of votes 

through which client signs votes. Credence limits Sybil attack by associating certk  to 

certify K’s validity. Voting is done for each object which includes file content hash and 

meta data including file name, size and type. V=<H:S,T>k indicates a file content hash H, a 

statement S about the file, a timestamp T together with client’s key certificate certk.  

V a V is a valid value for attribute a. Other values can be assigned to a. 

V=a V is a valid value for attribute a. Every other value is considered to be invalid. 

Va which makes V to be an invalid value for attribute a. 
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V a a may not take on values other than V. 

For file name and file type, negative statements are generated using . If in the search 

result, the votes applied are considered opposite then it is concluded that the pair of votes 

conflict. Votes agree if they do not conflict meaning there is a search result in which both 

support or both refute. Coefficient θ indicates whether all pairs of votes between two peers 

A and B either conflict or agree with each other. The value a(respectively b) fraction of 

votes from peer A(respectively B) represents positive intention. Let p be the fraction of 

such pairs that agree with both votes having positive intentions. 

                  Θ =  )b1(b)a1(a)abp(  take on values in the range [-1,1].      (18) 

 Client A uses weight rAB=θ for the votes cast by peer B. The client sets rAB=0, 

when the correlation value itself is statistically insignificant.. For peers whose weights are 

all positive or all negative θ is usually undefined even if peers are mostly or completely in 

agreement.0 ≤ | rAB | ≤ 0.75. 

 In [5] Computation of trust and reputation is not mentioned. The scheme works 

well with a wired system having a client-server architecture. Calculations are done 

manually. Credence works for opinions on fixed attribute. For calculation too much 

manual work is involved. 

 

4.6 Combination Of Trust Edges 

 In [6] Josang A. proposed a combination of trust edges. The notation of subjective 

logic where the trust value of e.g. the edge [RP, TRS] is denoted as a trust opinion RP

TRS  

that can express degrees of uncertainty, and where ” ” denotes the computational trust 

transitivity operator. In [6], emphasize is on practical evaluation by the third party. How to 

get authorized third party is a question. Stochastic parameters to consider are not clear 

from the formula. How to set value for longitivity factor is not clear. Domain specific 

parameters and their weights are not discussed in the paper. 

 

4.7 Cluster Based Trust Model 

In [20] Cluster based trust model for MANET was suggested, to overcome following 

situations. 

1) The limited information about unknown nodes  

2) Reduce the memory space.  

 In this model, ad-hoc network divided into clusters.  
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Direct trust value: Any two nodes in cluster calculate trust value between them according 

to recent transaction records. 

Inter-cluster trust value: Cluster head collected the recommendation information from 

other nodes to compute the inter cluster trust value.  

Gateway: It maintains interaction between nodes in MANET with adjacent cluster.  

Routing: Two type of cluster routing is used in this model. One is Intra-cluster routing, the 

routing within a cluster. Another is Inter-cluster routing, the routing between two different 

clusters. Zone routing protocol is used in cluster based model, which is combination of 

“Proactive” (intra-cluster routing) and "Reactive” (inter-cluster routing)

 In this model, neighbouring nodes form a cluster and evaluates its neighbour nodes 

trust values based on its experience. Each node then selects one node with highest value as 

a trust guarantor which becomes the cluster head and the chooser becomes a member of the 

cluster. If the chosen node is already a member of another cluster, a node of the second 

highest trust value is chosen. The head issues a trust value certificate that can be referred to 

by its non-neighbour nodes. In this way, an evaluation of an unfamiliar node’s trust can be 

done very efficiently and precisely [21]. 

1) Direct trust Representation & its computation [20, 21, 22] 

 Direct trust from node Nj to Ni is represented as  and is calculated as under: 

   (19) 

 t is the time transactions, tm is time success and a is a positive real number. a is 

inversely proportional to evidence in this model. 

3) Intercluster Recommendation Trust value’s Representation & its calculation 

In [17] Intercluster recommendation trust value is represented as    and 

calculated as: 

     (20) 

 is aggregation weight that is direct trust value of node Ni computed by CH,  

is direct trust recommendations information and t is the number of nodes in current 

cluster. 
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3) Total trust representation and computation  

 In [19] Total trust is given by ┌(Ni, Nj) and calculated as : 

    (22) 

where α, β ≥ 0 and α + β = 1. is the direct trust between nodes Ni and Nj, α is the 

impact weight of direct trust and β is the impact weight of recommendation trust. 

4) Cross cluster trust 

In [19] the cross cluster trust between nodes N3 & N7 can be calculated as: 

   (23) 

Nodes N3 and N7 are in cluster c1 and c2 respectively and both are connected through 

node N6 (gateway).  is the global trust of node N6 by node N3.This trust value is 

calculated in c1 because node N3 and N6 locates in c1.  is global trust, which 

calculates in cluster c2 because node N6 and N7 comes in cluster c2.  

 This model does not take into account personal or past experience of any node in 

MANET for evaluation of trust value of nodes and even does not need centralized 

infrastructure. Cluster head (CH) and gateways are used in this model and it is effective for 

small scale ad hoc network. The performance bottleneck can be observed if this model is 

used for larger size MANET. 

4.8 Maturity Based Trust Model 

 In maturity based trust model, every node maintains the trust values which give 

view of the behavior history of their specific neighbor in MANET. Trust values will be 

calculated as the combination of past experiences of the node’s neighbor and also personal 

views of other neighbor. Its feature is that it introduces the concept of relationship maturity 

in Ad-hoc network. Trust increases between people as time goes by, same concept is used 

in maturity based model for MANET. Every node takes direct recommendation value to its 

neighborhood node only. This value will be decreased if new neighbor comes in network. 

This model proposed the REP (recommendation exchange protocol) for interchanging 

recommendation value for their neighbors.[24]

1) Calculation of recommendation value in Ad-hoc network 
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 In this, decimal digits are used to indicate how long the nodes know each other. 

Node N5 is neighboring node of N2, N1& N3, Nodes N1 and N3 send recommendation value 

of N5 to N2. N2 considers the recommendation value of N3 and discards recommendation 

value of N1. N2 valued opinion of N3 as N3 knows node N5 since long. 

2) Maturity based trust model operation modes 

 The three types of operation modes for maturity based trust model are: 

In simple Mode, node optionally uses trust table and REP protocol. Nodes operate in less 

power capacity.  In Intermediate Mode, nodes operate in medium capacity and take 

recommendations of other nodes. In advanced Mode, nodes operate in higher power 

capacity and developed the system with all features. REP protocol is used for providing 

interface between network (TCP/IP) and trust, learning plan of System. 

3) Evaluation of Trust in Maturity based Model 

The evaluation of trust from node a to b is denoted as Ta (b). From [24] the aggregate 

recommendation value of all other neighbors is denoted by  and is calculated as 

    (25) 

Working of REP in MANET 

  This protocol permits the nodes to interchange recommendations value 

between neighboring nodes. REP uses 3 messages, Trust request (TREQ), Trust reply 

(TREP) and Trust advertisement (TA). 

 REP works as follows: 

When new nodes (TN) come in network it sends TREQ message with IP address to each 

node. Now neighboring node will only send TREP with its recommendation value to TN 

(target node) . 

This scheme considers neighboring nodes for the opinion. If neighbors are not trustworthy, 

then computation of trust values will be wrong. 

4.9 Town Hall, Traveling Preacher and Hierarchical Scheme 

In [14] Feng at el. discussed how to reduce uncertainty and minimize the time for trust 

convergence. 
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Uncertainty increases transaction cost and decreases acceptance of communication and 

cooperation. The paper discusses about methods to reduce the trustor's perceived 

uncertainty so that transaction cost is lowered and a long-term exchange relationship is 

sustained. Reduction in any nodes' movement can help in achieving this. Using the random 

waypoint model, nodes will have a new neighborhood during each pause time. A node can 

contact and observe its new neighbors.

 In [14] Feng et el suggests Town Hall scheme. All nodes in the network travel in 

one grid, pause for a sufficient time, calculate trust and also reduce uncertainty of other 

nodes to a particular degree. After trust is built, all nodes move back and will be able to 

perform tasks which needs cooperation from remote nodes which meets trust requirement. 

 In Traveling Preacher scheme, select one common trusted node to travel around all 

the grids through a Hamiltonian path, that node's movement can be divided into two 

rounds. In the first round, it pauses in each grid for a sufficient time to collect trust 

information. In the second round, it travels to each grid again to disseminate all the 

gathered trust information about other grids using the recommendation mechanism. The 

issue to be solved in this model is deciding who should be the traveling preacher. One 

possible solution is to let the system assign one node to be the preacher, and all other nodes 

should be mapped to that moving node. Then, this violates the self-organized rule of 

MANETs. The optional method is, to let the nodes elect one node that satisfies some 

condition to travel around. Traveling preacher model shows a long convergence time but 

with an extremely low cost. 

 

 The authors present a two-level controlled mobility model, which is called 

hierarchical scheme. In hierarchical scheme, they divide the whole network into several 

regions, allowing each region to contain a specified number of grids, and choose mobility 

models for inter- and intra region movement. After using one of the existing clustering 

mechanisms, this hierarchical scheme can be applied on top of the clusters. The design of 

the hierarchical scheme consists of the following three parts: Moving node election. After 

the cluster has been set up, all the nodes in the cluster will contact each other locally, build 

up trust, and compute reputation. The direct observation includes observing the behavior 

through direct interaction and denoted as first hand observation. The second hand 

information is gathered and averaged.  After a sufficient pause time, each node will vote 

for the node with the largest belief and smallest uncertainty to move. Bmin is the belief 

threshold and is the required proportion of votes to win an election. Bmin is be regulated in 
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the clusters' voting policy and represent the reputation requirements for a moving node. 

Each node sets a pause timer and will cast only one vote after time-out. 

The scheme has not enough elaboration for how to form clusters. As nodes keep on 

moving, the cluster formation changes and that makes the scheme complex. The 

parameters considered in the scheme voting threshold, pause timer are not defined. 

 

4.10 Effect of MAC layer in Trust computation 
 

 Jabbehdari[17] et al analyzed misbehavior of node. A node shows misbehavior by 

manipulating contention window.  The scheme works with DSR protocol and observed that 

misbehavior occurs while a routing packet is received; in response to received broadcasted 

route request. When RREQ is received, a selfish node can start misbehaving. Every node 

tries to access the channel faster than its neighbors by replying to RREQ, a smaller 

contention window size is deliberately set by the misbe-haved when a routing packet is 

received generating a rushing attack. 

 In the scheme of Jabbehdari et al(2012), success rate is manipulated by counting 

RREQ and RREP. Trust computation is dependent on generation of  RREQ, if no RREQ is 

generated trust computation will not be done. The time interval at which the trust should be 

calculated and the time interval after which trust computation should be announced is not 

suggested. When announcement of the trust value is to be done, nodes have to compete for 

MAC which will waste the bandwidth and also results in delayed data transmission.  

 

4.11 Current Trust and Reputation Building Scheme in MAC 

 Rajaram et al[16] suggested changes to the AODV routing protocol. An additional 

data structure called Neighbors’ Trust Counter Table (NTT) is maintained by each network 

node.Let {Tc1,Tc2 ,.....} be the initial trust counters of the nodes {n1, n2 ,.....}along the 

route R1 from a source S to the destination D. Since the node is not aware that how reliable 

its neighbors are in the beginning so nodes can neither be fully trusted nor be fully 

distrusted. When a source S wants to establish a route to the destination D, it sends route 

request (RREQ) packets. Each node keeps track of the number of packets it has forwarded 

through a route using a forward counter (FC). Each time, when node nk receives a packet 

from a node ni , then nk increases the forward counter of node ni . 

  FC = FC +1,                        i = 1,2..... Ni  
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Then the NTT of node nk is modified with the values of ni as per FC. Similarly each node 

determines its NTT and finally the packets reach the destination D. When the destination D 

receives the accumulated RREQ message, it measures the number of packets received 

Prec. Then it constructs a MAC on Prec with the key shared by the sender and the 

destination. The RREP contains the source and destination ids, The MAC of Prec, the 

accumulated route from the RREQ, which are digitally signed by the destination. The 

RREP is sent towards the source on the reverse route.  

Each intermediate node along the reverse route from D to S checks the RREP packet to 

compute success ratio as,  

  Sri  =  FCni /Prec  

 Where Prec is the number of packets received at D in time interval t1. The FC ni  

values of ni can be retrieved from the corresponding NTT of the node. The success ratio 

value Sri is then added with the RREP packet.  

 

 Rij = Beta ( ajnew + 1, bjnew + 1 )                (26)  

 ajnew = ( Wage * aj ) + r                             (27)  

 bjnew = ( Wage * bj ) + s                       (28)   

The scheme considers the forward count and verifies it through RREP. The session time is 

not defined. The punishment for the noncooperative node is not defined.  

 

4.12 Role Based Trust Policy Analysis 

 In [15] Singh A. et el defined federal identity interpreting federation is willing to 

rely on asserted claims about a digital identity. 

 E-Government services define authentication trust levels.  

1) No security needed 

2) Critical application 

Two approaches are defined, trust management, reputation management. Trust 

management lacks applicability when relationships are characterized by uncertainty. Trust 

management is useful in enforcing existing trust relationships but ineffective in the 

formation of partially trusted ones. Reputation management is a means of quantifying trust 

relationships dynamically but lacks enforcement and delegation mechanisms. 
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Quantitative Trust Management is for finding the answer – how much policy based 

decision should be trusted given the reputations of entities involved. 

 

E-Government in UK office defines e-Envoy for registration and authentication. Four 

authentication levels are defined. Level 0 indicates minimum damage and level 3 indicates 

substantial damage. The paper discusses Interoperable delivery of European e-Government 

services to public administrations, Businesses and citizens. 

 

Role based trust policy analysis 

X.u W A.r holds if every member of A.r is a member of X.u in every reachable policy state 

Po. 

 

                          [[A.r]] Po = [[X.u]]Po               (29) 

 

Queries of this form works with security properties such as availability, safety, liveliness, 

mutual exclusion. Two types of roles are defined indicating GR and SR. GR indicates 

growth restricted roles where SR indicates shrink restricted roles. Such a pair is called is 

denoted by R=(GR,SR).  

Defining the role based policy is difficult to implement in MANET. The emphasis in 

MANET is for cooperation rather than behaving as per assigned role. 

4.13 Neighbor Selection, PGP based and Interface Designing 

In [26] proposed algorithm calculates a global consistent reputation value at each node for 

all its neighbors and then resolves the reputation using direct and indirect (second hand) 

reputation information. Each node calculates the Eigenvector centrality of its neighbors in 

order to reflect on each neighbor reputation and the level of confidence in this neighbour 

reported indirect reputation. They proposed a per neighbour/adaptive expiration technique 

that allows a node to adjust depending on its neighbour reputation and network conditions. 

For trusted neighbours, the observation expiration time is higher than for non-trusted 

neighbours. Network or Node Congestion, if detected by an observing node, it would 

increase its expiration time accordingly. Two kinds of Centrality are considered: Eigen 

vector and degree centrality to elect the most influential nodes. These nodes become 

community leaders and help other nodes to build their trust. The algorithm is complex 
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from the point of view of calculating Eigen vector and storing that value. Considering 

mobility, this is difficult. 

 

In [27] trust model for information sharing in rescue operation in MANET is proposed. 

The model is based on  the PGP trust model and subjective logic. As per PGP web-of-trust 

there are two ways to derive trust which are trust of the introducers and trust of the key 

binding to the owner. The central point of MANET is peer’s collaborations. The proposed 

model uses secret key to sign. Deciding the secret key and exchanging them is an issue 

since nodes are mobile in ad hoc network. 

  

In [28] authors proposed an interface aimed to supply a common layer when designing a 

trust and/or reputation model for distributed environments. They worked on ten 

parameters. While the gathering information component, a “good” trust and/or reputation 

model should verify the identities. When weighting the collected behavioral information 

and computing the trust and/or reputation values, more weight must be assigned to the 

recent  transaction. Assessment is always subjective. Malicious entities may become 

benevolent. Benevolent newcomers should get the opportunity to participate even if there 

are already trustworthy entities in the system. An abuse of a good achieved reputation 

should be avoided. Newcomers should not have more opportunities than nonmalicious 

remaining nodes in the network. Every entity should receive a different trust and/or 

reputation rating depending on the type of service it is providing. Bandwidth and energy 

consumption are critical resources. The punishment or reward is influenced by the 

importance of a transaction or its associated risk. 

 

4.14 Trust in Pure Ad Hoc Network 

In [25] Pirzada et el. describes model for pure ad hoc networks. Nodes are trusted in a 

particular category. The trust is assigned in the range of -1 to 1. The events considered for 

trust computation are Frames received, Data packets forwarded, Control packets 

forwarded, Data packets received, Control packets received, Streams established, Data 

received, and Data forwarded. The nodes assign weights to each event. The formula for 

trust computation is  


n

1i
xyxyxy )]i(T)i(W[T . )i(Wxy is the weight of the node y to node x 
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considering the ith trust category. )i(Txy is the situation trust of node x on node y for the ith 

trust category. 

The scheme is analyzed with AODV, TORA and DSR but assigning the weight is a 

difficult task and that too in accordance with event. One node good with one event may 

behave differently for the same event. So how to deal with weight fluctuation is not 

discussed in this paper.  

4.15 Survey Conclusions:  

[1] Information gathering. 

a.) In Existing schemes, when Nodes are in Promiscuous mode, listen to most of the 

traffics in the network leading to too much information at the nodes.  

b.) Uncertainty is involved in node behavior. Existing scheme does not consider 

priority state where node must not be punished for dropping packet or not 

providing service. 

c.) The data structure used for storing the gathered information is heavy on storage. 

 

[2] Calculating trust values. 

a.) The time interval at which the trust values must be updated is not defined.

b.) Computation of longitivity factor is not specified. 

c.) schemes do not define how to consider indirect observation and fuse the opinions.  

[3] Avoiding ballot stuffing, bad mouthing and non repudiation. 

a.) Positive and negative opinions must be neutralized. 

b.) The nodes may keep on sending negative opinions and later denying the fact that it 

sent the negative opinions. 

c.) An intelligent adversary may manipulate the degree of misbehavior. 

 

[4] Honest publication of opinions 

a)  Inspiration must be given to nodes in MANET to publish their opinions in honest 

manner. No alteration in opinions must be done to favor or punish any node. 
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CHAPTER – V 

Proposed Model 

Objective: We have used belief model based on subjective logic operators for calculating 

trust in the proposed trust model. Since uncertainty is involved in node’s behavior. The 

model uses consensus and discounting operators to fuse the opinions so that bad mouthing 

and ballot stuffing effect can be minimized. Public key based digital signature asserts 

nonrepudiation in case node keeps on sending all negative or all positive opinions and then 

denying of sending.  

 

5.1 Problem Statement 

To establish trusted path for routing in ad hoc network considering fixed and random 

movement of nodes, protecting against bad mouthing and ballot stuffing and achieve 

increase in  throughput in mobile ad hoc network at the same time asserting 

nonrepudiation. 

 

We have surveyed the various trust computation methods and that led us to following 

research gaps and questions. 

 Observation of the past behavior and keeping history of all behavior on all nodes 

led to increase in space complexity. Assignment of the weight to each observation 

according to time increased computational cost. Nodes in ad hoc network have 

always been energy sensitive. 

 Which stochastic parameters to consider for computation of trust path and how to 

compute longitivity factor. 

 Node genuinely having priority work may not be able to participate in the routing 

activity. In that case binary opinion may not be sufficient. 

 Trust path computation must not be affected by false praise or false criticism. 

 Nodes continuously sending negative or positive opinions deny the fact that they 

are doing so. 

 We have surveyed various trust computation engines - Summation or average, 

Hidden Markov, Bayesian models, Discrete models, Belief models, Fuzzy models, Flow 

models. We have used belief model based on subjective logic operators for calculating 
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trust in the proposed trust model. Uncertainty is involved in node’s behavior. Existing 

literature mainly uses probabilistic logic and does not include uncertainty in the behavior 

of the good node. Our approach is different which considers fixed and random movement 

and also a state of the node before evaluating trust avoiding unnecessary updating of trust 

of a good node in case of node behaving as malicious in the case of priority work. This 

research presents realistic application scenario. 

We propose trust calculation scheme that makes use of subjective logic. Trust and 

reputation computation engines are Summation or average, Hidden Markov, Bayesian 

models, Discrete models, Belief models, Fuzzy models, Flow models. We have used belief 

model based on subjective logic operators for calculating trust in the proposed trust model 

since in ad hoc network, uncertainty is inherent in node’s behavior. We have considered 

packet forwarding and packet dropping, file sharing, file downloading as the parameter for 

calculating trust. Trust can be gathered from direct experience and / or with the 

recommendation from other nodes. 

In the case of college/university a professor and a student node or student(node) to 

student(node) communication direct experience may not be available. In our case study 

professor, enrolled students and not enrolled students form ad hoc network for transferring 

notes, assignments, important messages, and submission of files, sharing and downloading 

files. For every transaction the node will update its local trust table using the discounting 

operator for the node from whom the packet is received computing the functional trust and 

sender to the forwarder, trust is fetched from the sender considering referral trust. At the 

regular interval of 2 hours global trust computed for all nodes by taking randomly two peers 

and use consensus to find fused opinion. That would be done by a master of the group. 

 

TABLE 5.1 Notations 

Notation Definition 

A

BTR  
Trust of A on B built during routing 

A

BTS  
Trust of A on B during when A has asked for 

some service from B. 

A

BTL  
Local trust calculation 

A

BTG  
Global trust calculation 

w Weight of the trust value based on the 

priority level assigned to nodes 
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ρ Adjustment factor in case b+d+u>1 

λ Longitivity factor. 

 

  

5.2 Attacks Considered For Trust Systems 

 

While communicating in MANET following attacks affect the communication and design 

of trust and reputation based scheme. 

 Rushing attack – In reactive routing protocol, a node that needs a path to 

destination floods the route request packets in the network. Every node only 

forwards the first route discovery packet that it receives and drops the rest. The 

attacker rushes the route request packets. 

 Ballot stuffing attack – Malicious nodes praise the nodes having poor performance 

in terms of packet forwarding, packet delaying. 

 Bad mouthing attack – Malicious nodes give a negative opinion for the good nodes 

and increase disbelief. As a result good node is blocked. 

 Decoy attack - A decoy hides what an individual or a group might be looking for 

while providing service. 

 Nonrepudiation attack – The node always providing negative or positive opinion 

denies the fact that it is sending the negative opinion. 

 

5.3 Proposed Trust Model 

 

Bayesian reputation system with binomial reputation score is used in the literature but in 

that probability is defined as positive or negative opinion but MANET always has 

uncertainty involved in terms of behavior because of movement or selfish behavior of 

nodes in MANET. We evaluated Trust and reputation computation engines - Summation or 

average, Hidden Markov, Bayesian Discrete models, Belief models, Fuzzy models, Flow 

models specified in [13]. Summation or average method is not efficient as it does not 

protect against ballot stuffing or bad mouthing attack. Hidden Markov model does not 

prove efficient as MANET involves parameters that cannot be prespecified because of the 
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dynamic nature of MANET. Discrete models, flow models,fuzzy models do not provide 

relevant mathematical background for trust calculation in MANET. 

We consider one cycle to be of one day of working hours(8 hours) from 10.00am to 

6.00pm. Local tables maintained at nodes which are updated after every transaction. Global 

table is updated at GCs (Global Cycle Time) as per activity scenario. The nodes having trust 

values less than predefined threshold are blacklisted. At the end of cycles TIs (Total 

Iteration Cycle),  the blacklisted nodes are allowed to participate, if the behavior observed is 

same, they are permanently blacklisted. 

We have used belief models based on subjective logic.We have considered belief model, 

following beta distribution. While considering subjective opinion, Binomial opinion with

 (uncertainty) u>0, its equivalent probability representation is Beta pdf.   

 

                E(Beta(p|α,β)) = α/(α+β)=(r+Wa)/(r+s+W)      (30) 

 

Where r is a number of positive opinions, s number of negative opinions and W is 

noninformative prior weight usually taken as 2. 

                               α=r+2a , β=s+2(1-a)                   (31) 

  

The layout of the building is considered which contains classrooms, staff cabins and 

laboratory and other areas of the college where student-professor movements are observed. 

In frMANET, movement of professor node and student nodes is a combination of fixed and 

random movement.  

A. Trust Graph 

frMANET has fixed and random movement. The unit time is set to 60 minutes. Each node i 

moving has motion period time FRi. From the trace, consider nineteen nodes. The 

maximum motion time for subset of 3 nodes are FR1=120,FR2=180,FR3=240. The system 

motion cycle is FRs multiple of 60 and greater than the all node motion period time. 

FRs=60*GCD(FR1/10,FR2/10,FR3/10).  

To represent the frMANET trust relationships, trust relationships are considered on 

undirectional graph. In a trust graph, based on states S:{X1,X2,..Xn}, the nodes are 

represented as vertices of the graph. One node can possess only one state at a time. The 

state is represented as i[Ti] where i is the node id and Ti is the time at which we have 
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considered the state. Ti=60*n where n=1,2,3,4,5,6. The state for node 1 is represented as 

1[T60*n]. 

Trust rating is a real number [0,1].In the graph undirectional link with trust rating is denoted 

by FRTV. 

Definition 3.1(FRTV) : The FRTV is a vector of rating of trust regardless of direction and is 

a real number R in [0,1]. There is an edge from node i to node j if and only if Ri,j>0. The 

nodes are isolated if Ri,j=0 indicates i never put trust on j. Ri,j=1 indicates full trust. The trust 

rating is a performance measure of the node indicating how it performed on packet 

forwarding, service providing on each transaction.  There is no negative rating. The self 

trust means trust of node on itself which is not considered. In our research, we calculate 

new trust based on immediate previous trust. 

B. Trust Path Computation Problem 

In frMANET, each node maintains local trust table. In the trust table, each row indicates the 

node id and trust rating for each node reachable or not reachable, based on global trust 

announcement. The whole idea is to communicate through precomputed trust rating. 

Assuming node i wants to communicate with node z having no interaction in past, it can 

communicate based on global trust announcement. 

Definition 3.2(frMTP):In frMANET Maximum Trust Path is the path from node i to node z 

having the highest total of trust among the edges from i to z. 

Definition 3.3(frTransferTrust) : In case node A has trust rating for B( A

BbR , A

BdR , A

BuR , A

BaR ) 

and node B has a trust rating for C(
B

CbR ,
B

CdR ,
B

CuR ,
B

CaR ) then from node A to C, trust is 

computed as ( A

BbR , A

BdR , A

BuR , A

BaR )  (
B

CbR ,
B

CdR ,
B

CuR ,
B

CaR ) 

Definition 3.4(frCombineTrust) : In case node A has trust rating for C(
A

CbR ,
A

CdR ,
A

CuR ,
A

CaR ) 

and node B has a trust rating for C(
B

CbR ,
B

CdR ,
B

CuR ,
B

CaR ) then from node A to C, trust is 

computed as (
A

CbR ,
A

CdR ,
A

CuR ,
A

CaR )  (
B

CbR ,
B

CdR ,
B

CuR ,
B

CaR ) 

C. frTrust Model 

frTrust Model is discrete time stochastic model based on a set of states. Every state 

associates several action(for example,to blacklist the node) to choose. The trust path finding 

process denotes x as current state, x’ as next state. We model frMTP  problem as 

combination of frTransferTrust and frCombineTrust. The state transition is Px,x’. For a 

node the possible states S:{X1,X2..Xn} are S:{high priority,forwarding,dropping,rushing}  

P(xt+1=Xt+1|xt=X,) if Xt+1 {high priority} 
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The aim is to have a path with maximum trust rating. Discounting is applied when we 

consider indirect path. 

WλTx1,x2   WλTx2,x3  ....  WλTxt,xt+1 

λ is a discounting rate that considers lifetime of route and node neighborhood. For invalid 

lifetime, the λ is updated exponentially to have significant change in trust value of node. 0 ≤ 

λ ≤ 1. λ ε {1, e-x,ex} 

W is weight. W is considered to be the significance of opinion. We have categorized our 

nodes into high, medium and low categories as we have three categories of node. W ε 

{high,medium,low}. 

Trust value TGc < 0.5, then node is blacklisted and not allowed to communicate. For 

deciding trust value of a new node, opinions are combined to generate opinion. Consensus 

is taken between two opinions of different nodes while deciding whether to trust new node. 

Value updation is done based on updating the trust values of nodes involved in 

communication. For the malicious behavior linear decrement is performed so that the 

punishment is not harsh and node is not immediately black listed. We applied randomness 

in choosing the nodes whose opinions are combined to generate a global trust value. In case, 

a node does ballot stuffing and bad mouthing, its opinion is fused with opinion of the other 

node by applying consensus or discounting. The bad opinion is not nullified but its effect is 

diluted because of consensus operator. 

min( A

BT ,
B

CT ) ≤ ( A

BT 
B

CT ) ≤ 1 

D. Nonrepudiation 

Node can keep on sending negative opinions or positive opinions leading to bad mouthing 

and ballot stuffing. We use RSA based digital signature to deal with nonrepudiation. We 

use 16 bit key so that computation is not heavy on node. The 16 bit key can be 

compromised by brute force attack. To avoid brute force attack, we frequently change 

public key-private key. This key computation can be done offline; hence communication 

overhead is not increased. We evaluated Elliptic Curve Cryptography for use but it is 

complex in use for MANET because of mobility and also loads a node with heavy 

computation. 
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E. Trust Computation Process 

a. Trust Calculation for New Node 

We have considered a course run by the professor. The students who have registered for 

the course are pre-trusted. Here new node means a student who has not enrolled for the 

course, but his interest has led him to attend the course and wants to participate actively.  

 

FIGURE 5.1 frMANETHandshake Processes For TheNew Node. 

In figure 5.1, handshake process for the new node is shown. The new node is the one who 

has not registered for the course but still wants to get files, material, and information related 

to the subject. New node broadcasts a packet when it enters. Professor node acknowledges 

by sending a packet in a unicast mode. The new node returns the same packet to professor 

node(Master of the Group(MG)) and two neighboring nodes. MG works as DHCP to assign 

IP address. This simulates the client-server interaction. NN denotes the new node. MG 

checks the timestamp to verify that it is the same packet which is returned. 

 

To get the overall opinion value for NN which later becomes the trust value, the MG’s 

opinion and two neighbor (NN’s neighbor)’s opinions are considered. Both neighbor 

opinions are added together and get an average value. This value later will be mapped with 

the access control policy to determine NN can be part of any route discovery process or 

should be blacklisted. We recommended at least two introducers since this will give fairness 

for both parties 

 

 

 

                                                                                                        

                                                                                                                                                                

1. New node broadcasts a packet by 
setting address to 255.255.255.255 1 

2 3 4 5 

6 7 8 9 10 

11 12 13 14 

15 16 17 
18 

19 

2. Professor node replies to new 

node. 

3. The new node replies to professor node the 

same packet sent by professor node. 

handshaking for joining the group . 

4. The professor node checks the time stamp to verify that the same 

packet has been received and finishes handshaking. 
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b. Trust Computation for Group at Regular Time Interval 

 Trust computation is a stochastic model based on Markov model. Trust calculation 

helps in trust path finding process.  

 

FIGURE 5.2 Packet Forwarding Scenario With Node Movement 

 

FIGURE 5.3 Node not participating and having high priority state 
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FIGURE 5.4 Node Dropping The Packet 

 For a node the possible states S:{X1,X2 …} are S: {high priority, forwarding, 

dropping, rushing }. In the high priority, state node does not take part in communication as 

it has important work to do. The action set is denoted by A which includes forwarding, 

packet dropping, rushing. Px,y is the probability that node in state x at time t that goes  to 

state y in time t+1.  

                P(Xn=xn|Xn-1=xn-1, …. X0=x0)=P(Xn=xn|Xn-1=xn-1)   (32) 

When x =high priority, there is no state transition because when having high priority, node 

is not participating. Px,y = 0 if xε{high priority}. 

For trust computation, discounting and consensus operators are used. For transitive paths, 

discounting operator is used and for parallel paths, consensus operator is used. From [12] 

applying discounting operator to compute A:B

CTR considering routing and A:B

CTS considering 

service. Also consensus operator is used to compute 

BA

CbR  , BA

CdR  , BA

CuR  , BA

CaR  considering routing and BA

CbS  , BA

CdS  , BA

CuS  , 

BA

CaS  considering services. The opinions are signed by each node so that a node cannot 

deny the fact that it sent an opinion. We use PKI to deal with nonrepudiation, every 

opinion is signed by the node who gives opinion. We use RSA algorithm with 16 bit key 

for ease of implementation in MANET.  
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)))aRB

CuRB
,CdRB

,C
bR( B

,C(PRB(PU B)))aRA
,BuRA

,BdRA
,B

bR( A
,B(PRA(PU ATR B.A

C
  (33) 

           
)))aS B

CuS B
,CdS B

,CbS B
,C((PRB(PU B)))aS A

,BuS A
,BdS A

,BbS A
,B((PRA(PU ATS B.A

C  
   

(34) 

           
TS B.A

C)1(TR B.A
CTL A

C                                                                   (35) 

 If node is not participating in communication, aging factor is used to manipulate belief, 

disbelief and uncertainty by observing the markov model. 

If route is valid and node is in neighborhood λ=1, so 

                bnew=bold , dnew=dold,u new=uold                                (36) 

Otherwise,  

        bnew= e -xbold 

       unew=e xuold 

5.4 ALGORITHM 

The proposed scheme aims at calculating trust and reputation of a new node willing to enter 

the cluster and updating the trust value at regular interval. For this first-hand information 

about the node and second-hand information about forwarded and dropped packet by 

neighboring nodes, file sharing and file downloading services provided by neighboring 

nodes is taken into account. The purpose of the trust value is to determine that whether the 

node can be used for communication. 

Case 1: calculate trust values for new node entering the group. 

1) The Master of the group( MG) is the professor who conducts the course. 

2) Let M be the members of the cluster and NN be new node willing to join the cluster. 

TRNN={bRNN ,dRNN ,uRNN}={0,0,1} 

3) NN enters the network and broadcasts a message to all nodes in the network. MG 

replies to NN in unicast mode.  

4) MG sends a packet to a new node with a timestamp. The new node will send back 

the same packet to MG and will  also forward to neighboring nodes (P1 and P2) as 

part of handshake process. 

5) Applying subjective logic to the proposed trust model  

For successful packet delivery from NN to neighbor 
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node      P1 update:  

              
}3.0,0,7.0{}dR,dR,{bRTR 1P

NN

1P

NN

1P

NN

1P

NN   

For unsuccessful packet delivery update: 

            }3.0,7.0,0{}dR,dR,{bRTR 1P

NN

1P

NN

1P

NN

1P

NN   

The same way opinion of P2 is considered.  

6) Get the opinion of MG, call it T1. Get the opinion of P1 and P2 for NN, get average 

and call it T2. These two opinions are combined to get the consensus opinion[15]. 

7) Trust Value calculation, TV=0.4 T1+0.6 T2 
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Table 5.2 Trust value and object sensitivity level 

Trust value Trustworthiness of Node 

0<=TV <0.5 Not Trustworthy 

0.5 >= TV< 1.0 Trustworthy 

 

Case 2: Updating the trust values of members of group at regular interval 

2) Start Time quantum 

3) When a packet is delivered to the destination(C), destination determines the node (B) 

who forwarded the packet and puts functional trust. 

       In the route table entry, the node(A) who forwarded the packet to B checks its trust 

value for B, which is said to be the referral trust. 

To compute transitive trust, Discounting is used[12]. It is denoted by  

                                                                 (38) 

 

4) Stop time quantum. To establish the trust value of C, Check the opinions of its 2 

neighbors A and B respectively. To fuse two beliefs may be conflicting, the 

consensus operator is used.[12]. 

5) Calculate the weighted sum to compute trust. W is the weight assigned to each 

opinion depending on the node being  professor(wp) or enrolled student student(wss) 

or  not enrolled student (wjs). 

 

        w1,,w2 ε {wp>wss>wjs}     wp>wss>wjs 

where α adjusting factor so that b,d,u in [0,1] and sum up to 1. 

 

6) For packet dropping, delayed packet or early delivery - the belief, disbelief, and 

uncertainty is manipulated as follows. Linear decrement is chosen over exponential 

decrement as exponential decrement puts heavy punishment on node that would lead 

to hopping of node from trustworthy to untrustworthy and vice versa with a much 

larger difference. A node may unintentionally do dropping, delaying or early 

delivery. If x represents the set of state and x{high priority} 

}TRTR{TR B

c

A

B

B.A

c 

)2/)LT.wLT.w((GT B

C2

A

C1C 

}TSTS{TS B

c

A

B

B.A

c 
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                b= b- d    (b>=0.01) otherwise b=0              (39) 

                 d=d+ id   (d<=0.99) otherwise d=1             (40) 

                u=u 

For successful packet delivery 

          b= b+ ib  (b<=0.98) otherwise b=1           (41) 

          d=d- d ( d>=0.01) otherwise d=0            (42) 

                u=u- d (u>=0.01) otherwise u=0 

 

7) If node is not participating in communication, aging factor is used to manipulate 

belief, disbelief and uncertainty by observing the markov model. 

       bnew=λbold                         (43) 

      dnew=λdold                          (44) 

      unew=λuold               (45) 

The random variables on which state transition depends are mobility of the node 

under consideration and lifetime of route that contains node under consideration. The 

node is within neighborhood, route lifetime is valid in routing table then λ = 1.  

The node is not within neighborhood, route lifetime is valid.  

 λ = e -x for belief or λ = e x for uncertainty. 

The node is within neighborhood, lifetime is not valid.    λ = e -x for belief or λ = e x 

for uncertainty  

There are 3 possibilities and each has equal probability. So X=0.33. 
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5.5 Theoretical Analysis 

Assumption 1: Assume that MG fully trust the opinion of both the peers of NN 

 Assume now both peers, P1(0.7,0,0.3) and P2(0.7,0,0.3) give opinions towards NN 

as NN sent received all packets during handshaking. 

 b
PP

NN

2,1
 =

09.03.03.0

3.07.03.07.0




=0.82 

 d
PP

NN

2,1
=0 

 u
PP

NN

2,1
=0.18 

 TV=0.4x0.82 + 0.6x1.0 = 0.89 = 0.928 

 This means NN is more trustworthy and can access more sensitive object and will  

be considered in route establishment for routing. 

 

Assumption 2: Assume that MG fully trust the opinion of both the peers of NN 

 Assume now both peers, P1(0,0.7,0.3) and P2(0,0.7,0.3) give opinions towards NN 

as NN dropped all packets during handshaking. 

 b
PP

NN

2,1
=0 

 d
PP

NN

2,1
 =

09.03.03.0

3.07.03.07.0




=0.82 

 u
PP

NN

2,1
=0.18 

 TV=0.4x0+0.6x1=0.6 

 This means NN is less trustworthy and can not access sensitive object and will be 

considered in route establishment for routing if no other routes are available. 

 

Assumption 3: Assume that MG fully trust the opinion of both the peers of NN 

 Assume now both peers, P1(0.7,0,0.3) and P2(0,0.7,0.3) give opinions towards NN 

as NN dropped all packets during handshaking. 

 b
PP

NN

2,1
=

09.03.03.0

03.07.0




=0.41 

 d
PP

NN

2,1
 =

09.03.03.0

3.07.00




=0.41 
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 u
PP

NN

2,1
=0.18 

 TV=0.4x1.0+(0.6x0.41=0.45 

 This means NN is not trustworthy and can not access sensitive object and will not 

be considered in route establishment for routing.

 

 

Conclusion: In this chapter, we presented and analyzed trust model to compute trust based 

on stochastic parameter packet forwarding, packet dropping and service providing. 

Malicious node is the one who drops the packets and uploads the file which is different 

from the file which has been asked for. These parameters are applied in Markov Model. 

The decay in trust value is based on lifetime of route and neighborhood of the node.  

[1] The quantitative bound on trust is used to blacklist the node. The threshold for 

blacklisting is 0.5. For the large threshold value, nodes  get chance to misbehave on many 

occasions.  

[2] The indirect opinions are fused with discounting operator and direct opinions are 

combined with consensus operator. This dilutes the bad mouthing and ballot stuffing. 

[3] Nonrepudiation is achieved with public key based digital signature with 16 bit key. 

[4] Misbehaving nodes are blacklisted. Packets are transmitted through trusted path or file 

downloads are done through trusted path. Hence packet delivery ratio is improved.  

We illustrated the theoretical concepts on simulation and real world instance of course 

registration.  
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CHAPTER – VI 

SIMULATION RESULT 

We evaluate how reputation ratings develop over time by comparing honest and malicious 

nodes. Trust is computed in a decentralized manner, neither a professor node nor a single 

student node is taking responsibility of keeping trust score of all nodes. Each node 

establishes its own trust score while communicating. After a period of GCs (Global Cycle 

Time), professor node is computing the final trust score of each node applying consensus 

and discounting. All student nodes who have enrolled for the course start with the trust 

score of 0.5. We use ns3 to simulate university working day scenario in the information 

technology department. The model presents the everyday timetable of postgraduate 

students who attend classes, laboratories, tutorials and often go to the canteen, take part in 

events or go out for work. Our goal is to compute trust over time and also to show the 

general feasibility of our approach i.e. it is extended for undergraduate students comprising 

the strength of 120 students and then for the whole college and university. While setting 

the parameters for linear increment/decrement we wanted to keep the punishment/reward 

to be low(0.01,0.02), so we set small values. 

 

We tried the simulation with higher values for punishment but we observed that the 

transformation was frequent between node being blacklisted to node allowed for 

communication and vice versa.For longitivity factor we had 3 situations 

{nodeinneighbourhood, validlifetime}; {nodeinneighbourhood, invalidlifetime}; 

{nodenotinneighbourhood, invalidlifetime}. Node can be in either situation and probability 

is equal. So longitivity factor is set to 0.33.While setting the weight, we wanted wp,wss to 

play significant role so we kept it high 0.9,0.8 but wjs is 0.5 so this opinion cannot rule the 

opinions with weights wp,wss. We kept wp,wss to 0.8,0.7,0.7,0.6 but found that this weights 

intermixed with each other and their significance is not retained. We evaluated following 

scenarios. 

1) When a new not enrolled student enters, Professor node does a handshake process to 

establish trust. 

2) Node 7 is dropping the packets. 

3) Node 4 is giving false criticism. 
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4) Node 9 is giving false praise. 

Table 6.1  Node1 perspective time=190.1 seconds 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 6.2 Node 2 perspective time=190.1 seconds 

 

  

 

 

 

 

 

 

 

 

 

 

                                            Table 6.3 Node 9  perspective  time=190.1 seconds       

NODE BELIEF DISBELIEF UNCERTAINTY 

5 0.3 0 0.7 

6 0.5 0 0.5 

7 0.2 0.1 0.7 

8 0.1 0 0.9 

9 0.5 0 0.5 

10 0.5 0 0.5 

NODE BELIEF DISBELIEF UNCERTAINTY 

5 0.5 0 0.5 

6 0.5 0 0.5 

7 0.2 0.1 0.7 

7 0.1 0 0.9 

8 0.5 0 0.5 

10 0.9 0 0.1 
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                                        Table 6.4 Node 10 perspective time=190.1 seconds        

 

 

 

 

 

 

 

 

 

 

 

 

Table 6.5 Global Trust Value(for selective nodes) 

Node Belief disbelief uncertainty 

1 0.6 0.3 0.1 

4 0.4 0.2 0.4 

NODE BELIEF DISBELIEF UNCERTAINTY 

5 0.3 0 0.7 

6 0.5 0 0.5 

7 0.2 0.1 0.7 

8 0.1 0 0.9 

9 0.5 0 0.5 

10 0.5 0 0.5 

NODE BELIEF DISBELIEF UNCERT

AINTY 

4 0.55 0 0.45 

6 0.5 0 0.5 

7 0.2 0.1 0.7 

8 0.1 0 0.9 

9 0.5 0 0.5 

10 0.5 0 0.5 
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6 0.6 0.3 0.1 

7 0.3 0.2 0.5 

8 0.2 0.1 0.7 

 

 

TABLE 6.6 Simulation Parameters 

NOTATION PARAMETERS VALUES 

x Longitivity Factor 0.33 

d  Decrement Factor 0.01 

ib  Increment 

Factor(belief) 

0.02 

id  Increment 

Factor(disbelief) 

0.01 

N Netwrok Size 19 

Ns Total Transactions 1000 

LCs Local Table Update 

Time 

Each Transaction 

GCs Global Cycle Time 120 minutes 

M Mobility Model CONSTANTPOSITIONMOBILITYMODEL(100) 

TIs Total Iteration Cycle 8 Days 

wp Weight of Highest 

Category Node 

0.9 

wss Weight of 

Intermediate Category 

Node 

0.8 

wjs Weight of Lowest 

Category Node 

0.5 
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  Adjustment Factor 0.59 

 

Ns3 simulation flow 

NodeContainer adhocNodes 

NetDeviceContainer DSSSRate11Mbps 

NonUnicastMode 

RtsCtsThreshold(2200) 

WifiHelper SetStandard(WIFI_PHY_STANDARD_80211b) 

YansWifiPhyHelper This makes it easy to create and manage PHY 

objects of Yans model.By default the channel 

model is created with a propagation delay equal 

to a constant, speed of light and a propagation 

loss based on a log distance model with a 

reference loss of 46.6667db at reference distance 

of 1 m. 

YansWifiChannelHelper SetPropagationDelay 

 

It is observable that overall more than 50 transactions occur per day. It is observable that 

15% nodes are malicious either dropping packets or propagating false praise or false 

criticism. 10% nodes are inactive not participating. 75% nodes are behaving properly. 

During the specific timetable schedules of the course, communication rate is high. In free 

time, the nodes move around so communication rate is low. We further evaluate trust score 

and observe that the consensus operator provides perfect protection against false praise and 

false criticism attack. Node 2 is a good node but it has been a victim of false criticism. We 

show how consensus operator neutralizes false criticism effect. At the end of 5 days trust 

score stabilizes. We observe the trust value for the nonparticipating node. 

 

 Message overhead in communication: In frMANET, the message overhead is affected by 

network size and the amount of data exchanged. The topology has no significant role to 

play. frMTP considers only randomly chosen two nodes to compute global trust, the 

message overhead is manageable. The observation is when students are moving in group, 

group communication(only one node in group) communicates with one node in other 
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group. At time=380 seconds, the experiment observes the lowest communication message 

overhead in students movement trace. The conclusion is that outside the class, students 

move in clusters so only one member is communicating to other cluster and passing the 

supplied information to the whole group(cluster). A number of average messages 

exchanged decreases in group communication. Messages exchanged in communication are 

control messages, data messages, messages for trust computation. Numbers of control 

messages are tcon, Number of data messages are tdata and Number of messages exchanged 

for trust computation are ttrust.. Message overhead=
datacon

trustdatacon

tt

ttt




 

ttrust = ttransaction + tgtc  

We compute ttrust  based on total number of messages exchanged in case of each transaction 

for trust computation(ttransaction) and number of messages exchanged in case of global trust 

computation(tgtc).  

ttransaction >>> tgtc  

Message overhead ~ No of transactions  

  

FIGUR 6.1 Density of Beta Function 
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FIGURE 6.2Average messages 

 

FIGURE 6.3 Packet delivery ratio 

  

FIGURE 6.4 Belief value computations (counterfeiting ballot stuffing) 

 

FIGURE 6.5 Belief value computations (counterfeiting bad mouthing) 
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FIGURE 6.6 Decrease in belief values with lifetime 

 

 

FIGURE 6.7 Average path length 

Average path length: The average trust path length is the number of hops from source to destination incase 

trust is taken into account while computing routes. In case of average path length at time t=240 broadcast 

message is transmitted from node 1 to all nodes so path length is the highest. Hence average path length and 

average trust path length is highest. At time t=420, node 7 is blacklisted. Then onwards all communication is 

through trusted path since trust formation has taken place. For time t=320 to time t=480, the trustworthy 

nodes transmit data, hence increase in average trust path length is observed. 

TABLE 6.7 Comparison of our system with other trust based system. 

Comparison 

parameter 

Bucheggar et 

al.[2] 

cTrust[3] Credence[5] Qin et al.[15] Our approach 

Bootstrapping Not defined. Not defined Not defined New node is 

assigned neutral 

reputation value. 

Nodes 

frequently 

communicate 

with one another 

New node is 

assigned a 

lowest 

threshold 

value that 

allows node to 

participate. 
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Trust Evidence Distributed 

approach. 

Promiscuous 

mode. Node 

listens to the 

traffic. 

Aggregation 

of trust values. 

Voting based Central authority 

calculates trust 

based on direct 

observations. 

Distributed 

approach. 

Local and 

global trust 

values will be 

computed. 

Digital signature 

for 

nonrepudiation 

Not present Not present Not present Not present RSA based 

PKI with 16 

bit key for 

ease of 

computation. 

Key changes 

at regular 

interval. 

Trustworthiness 

Evaluation 

Beta 

distribution. 

More weight to 

first hand 

observation 

then second 

hand 

observations. 

Probability 

based model 

Manual Beta distribution 

with more 

weight to past 

observations. 

Subjective 

logic based. 

Consensus for 

parallel paths 

and 

discounting for 

transitive 

paths. 

Trust aware 

interaction 

decisions 

Threshold 

based and 

weight based. 

Threshold 

based 

Manual Threshold based 

and weight 

based. 

Threshold 

based and 

weight based. 

Interaction 

outcome 

evaluation 

Weighted sum 

is used to 

detect 

malicious 

nodes 

Cumulative 

rating of the 

whole path. 

Cluster based. 

Correlation 

values are 

established. 

Weighted 

average sum is 

used to identify 

the malicious 

node. 

Weighted sum 

of randomly 

chosen 2 

nodes are 

considered to 

blacklist the 

node. 
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 CHAPTER – VII 

CONCLUSION 

 We have proposed the trust model for information sharing in University departments using  

frMANET with fixed and random movement based on subjective logic and  peer’s 

collaborations including collaboration in routing and service providing. We observed that 

for our simulation trace most of the nodes helped in routing but not collaborative in service 

providing. Upto first global trust computation, our scheme gives 50-70% packet delivery 

ratio, same as if trust based computation is not applied or trust computation is affected by 

ballot stuffing or bad mouthing. After applying second global trust computation, the packet 

delivery ratio increases. And once our scheme has been applied iteratively, after 4 

iterations packet delivery ratio is increased to 90%, the effect of ballot stuffing and bad 

mouthing is neutralized. RSA based digital signature with 16 bits is light in arithmetic. Key 

generation is done offline so no overhead on node while communicating and computing 

trust. The trust convergence time is low, message overheads are less, and trust value 

retrieval is easy. The trust computation scheme is based on subjective logic operators that 

do not put computational overhead on the node. The scheme provides the foundation for 

designing trust enabled applications where fixed and random movements are considered. 
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CHAPTER – VIII 

FUTURE WORK 

We have designed the approach that is applied to a small group. In future ,for large group 

the scheme can be worked out. Optimization of data structure for storing local values can 

be done using tree structure. This scheme is tested for AODV, for other routing protocols, 

the scheme can be tested. 
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Appendix I Flow of traffic generated by ns3 

<FlowMonitor> 

 

<FlowStats> 

 

<Flow flowId="1" timeFirstTxPacket="+1003749999.0ns" 

timeFirstRxPacket="+1017413999.0ns" 

timeLastTxPacket="+9999999734.0ns" 

timeLastRxPacket="+10013663734.0ns" delaySum="+32793600000.0ns" 

jitterSum="+0.0ns" lastDelay="+13664000.0ns" txBytes="571200" 

rxBytes="571200" txPackets="2400" rxPackets="2400" lostPackets="0" 

timesForwarded="2400"> 

 

<delayHistogram nBins="14"> 

<bin index="13" start="0.013" width="0.001" count="2400"/> 

</delayHistogram> 

 

<jitterHistogram nBins="1"> 

<bin index="0" start="0" width="0.001" count="2399"/> 

</jitterHistogram> 

 

<packetSizeHistogram nBins="12"> 

<bin index="11" start="220" width="20" count="2400"/> 

</packetSizeHistogram> 

<flowInterruptionsHistogram nBins="0"> 

</flowInterruptionsHistogram> 

</Flow> 

 

<Flow flowId="2" timeFirstTxPacket="+1103749999.0ns" 

timeFirstRxPacket="+1117413999.0ns" 

timeLastTxPacket="+9998749761.0ns" 

timeLastRxPacket="+10012413761.0ns" delaySum="+32424672000.0ns" 

jitterSum="+0.0ns" lastDelay="+13664000.0ns" txBytes="564774" 

rxBytes="564774" txPackets="2373" rxPackets="2373" lostPackets="0" 

timesForwarded="2373"> 

− 

<delayHistogram nBins="14"> 

<bin index="13" start="0.013" width="0.001" count="2373"/> 

</delayHistogram> 

 

<jitterHistogram nBins="1"> 

<bin index="0" start="0" width="0.001" count="2372"/> 

</jitterHistogram> 

 

<packetSizeHistogram nBins="12"> 

<bin index="11" start="220" width="20" count="2373"/> 

</packetSizeHistogram> 

<flowInterruptionsHistogram nBins="0"> 

</flowInterruptionsHistogram> 

</Flow> 

</FlowStats> 

 

<Ipv4FlowClassifier> 

<Flow flowId="1" sourceAddress="10.1.1.1" 

destinationAddress="10.1.3.1" protocol="17" sourcePort="49153" 

destinationPort="9"/> 
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<Flow flowId="2" sourceAddress="10.1.3.1" 

destinationAddress="10.1.2.1" protocol="17" sourcePort="49153" 

destinationPort="9"/> 

</Ipv4FlowClassifier> 

 

<FlowProbes> 

 

<FlowProbe index="0"> 

<FlowStats flowId="1" packets="2400" bytes="571200" 

delayFromFirstProbeSum="+0.0ns"> 

</FlowStats> 

</FlowProbe> 

 

<FlowProbe index="1"> 

<FlowStats flowId="2" packets="2373" bytes="564774" 

delayFromFirstProbeSum="+32424672000.0ns"> 

</FlowStats> 

</FlowProbe> 

 

<FlowProbe index="2"> 

<FlowStats flowId="1" packets="2400" bytes="571200" 

delayFromFirstProbeSum="+5721600000.0ns"> 

</FlowStats> 

<FlowStats flowId="2" packets="2373" bytes="564774" 

delayFromFirstProbeSum="+26767440000.0ns"> 

</FlowStats> 

</FlowProbe> 

− 

<FlowProbe index="3"> 

<FlowStats flowId="1" packets="2400" bytes="571200" 

delayFromFirstProbeSum="+32793600000.0ns"> 

</FlowStats> 

<FlowStats flowId="2" packets="2373" bytes="564774" 

delayFromFirstProbeSum="+0.0ns"> 

</FlowStats> 

</FlowProbe> 

</FlowProbes> 

</FlowMonitor> 
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Appendix II Routing Table in simulation 

Node: 0 Time: 8s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.2 10.1.0.2 10.1.0.1 UP 2.08           1 

10.1.0.255 10.1.0.255 10.1.0.1 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 1 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.1 10.1.0.1 10.1.0.2 UP 2.01           1 

10.1.0.3 10.1.0.3 10.1.0.2 UP 2.01           1 

10.1.0.255 10.1.0.255 10.1.0.2 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 2 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.2 10.1.0.2 10.1.0.3 UP 2.08           1 

10.1.0.4 10.1.0.4 10.1.0.3 UP 2.08           1 

10.1.0.255 10.1.0.255 10.1.0.3 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 3 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.3 10.1.0.3 10.1.0.4 UP 2.01           1 

10.1.0.5 10.1.0.5 10.1.0.4 UP 2.06           1 

10.1.0.255 10.1.0.255 10.1.0.4 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 4 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.4 10.1.0.4 10.1.0.5 UP 2.08           1 

10.1.0.6 10.1.0.6 10.1.0.5 UP 2.04           1 

10.1.0.255 10.1.0.255 10.1.0.5 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 5 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.5 10.1.0.5 10.1.0.6 UP 2.06           1 

10.1.0.7 10.1.0.7 10.1.0.6 UP 2.10           1 

10.1.0.255 10.1.0.255 10.1.0.6 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 6 Time: 8.00s  
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AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.6 10.1.0.6 10.1.0.7 UP 2.04           1 

10.1.0.8 10.1.0.8 10.1.0.7 UP 3.00           1 

10.1.0.255 10.1.0.255 10.1.0.7 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 7 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.7 10.1.0.7 10.1.0.8 UP 2.10           1 

10.1.0.9 10.1.0.9 10.1.0.8 UP 2.09           1 

10.1.0.255 10.1.0.255 10.1.0.8 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 8 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.8 10.1.0.8 10.1.0.9 UP 3.00           1 

10.1.0.10 10.1.0.10 10.1.0.9 UP 2.01           1 

10.1.0.255 10.1.0.255 10.1.0.9 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 9 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.9 10.1.0.9 10.1.0.10 UP 2.09           1 

10.1.0.11 10.1.0.11 10.1.0.10 UP 2.09           1 

10.1.0.255 10.1.0.255 10.1.0.10 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 

 

Node: 10 Time: 8.00s  

AODV Routing table 

Destination Gateway  Interface Flag Expire 

 Hops 

10.1.0.10 10.1.0.10 10.1.0.11 UP 2.01           1 

10.1.0.255 10.1.0.255 10.1.0.11 UP 9223372028.85  1 

127.0.0.1 127.0.0.1 127.0.0.1 UP 9223372028.85  1 
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Appendix III General traffic flow at node 6 wireshark flowgraph. 

|290.856  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 

|         |(654)    ------------------>  (654)    |                   

|                   |                   |                   |                   

|                   | 

|290.881  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.5, O: 10.1.0.5 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <------------------  (654)    

|                   |                   |                   |                   

|                   | 

|290.922  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.7, O: 10.1.0.7 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <-------------------------

-------------  (654)    |                   |                   |                   

|                   | 

|291.856  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 

|         |(654)    ------------------>  (654)    |                   

|                   |                   |                   |                   

|                   | 

|291.881  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.5, O: 10.1.0.5 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <------------------  (654)    

|                   |                   |                   |                   

|                   | 

|291.921  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.7, O: 10.1.0.7 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <-------------------------

-------------  (654)    |                   |                   |                   

|                   | 

|292.855  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 

|         |(654)    ------------------>  (654)    |                   

|                   |                   |                   |                   

|                   | 

|292.881  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.5, O: 10.1.0.5 

Hcnt=0 DSN=0 Lifetime=2000 
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|         |                   |(654)    <------------------  (654)    

|                   |                   |                   |                   

|                   | 

|292.921  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.7, O: 10.1.0.7 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <-------------------------

-------------  (654)    |                   |                   |                   

|                   | 

|293.855  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 

|         |(654)    ------------------>  (654)    |                   

|                   |                   |                   |                   

|                   | 

|293.880  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.5, O: 10.1.0.5 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <------------------  (654)    

|                   |                   |                   |                   

|                   | 

|293.921  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.7, O: 10.1.0.7 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <-------------------------

-------------  (654)    |                   |                   |                   

|                   | 

|294.855  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 

|         |(654)    ------------------>  (654)    |                   

|                   |                   |                   |                   

|                   | 

|294.880  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.5, O: 10.1.0.5 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <------------------  (654)    

|                   |                   |                   |                   

|                   | 

|294.921  |                   |         Route Reply, D: 10.           

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.7, O: 10.1.0.7 

Hcnt=0 DSN=0 Lifetime=2000 

|         |                   |(654)    <-------------------------

-------------  (654)    |                   |                   |                   

|                   | 

|295.854  |         Route Reply, D: 10.           |                   

|                   |                   |                   |                   

|                   |AODV: Route Reply, D: 10.1.0.6, O: 10.1.0.6 

Hcnt=0 DSN=4 Lifetime=2000 
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Appendix IV Implementation Issues. 

  
Application The basic abstraction for a user program 

that generates some activity to be 

simulated is the application. 

Channel In the real world, a computer when 

connected to a network, sends or receives 

data, through channels. The media over 

which data flows in these networks are 

called channels. When Ethernet cable is 

connected to the plug in the wall, the 

computer is connected to an Ethernet 

communication channel. In the simulated 

world of ns-3, one connects a Node to an 

object representing a communication 

channel. 

The Channel class provides methods for 

managing communication subnetwork 

objects and connecting nodes to them.  

Three specialized versions of the Channel 

called CsmaChannel, PointToPointChannel 

and WifiChannel can be used. We have 

used WifiChannel.   

 

Net Device In ns-3 the net device abstraction covers 

both the software driver and the 

simulated hardware. A net device is 

“installed” in a Node in order to enable 

the Node to communicate with other 

Nodes in the simulation via Channels. Like 

in a real computer, a Node may be 

connected to more than one Channel via 
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multiple NetDevices. 

 

The net device abstraction is represented 

by the class NetDevice. The NetDevice 

class provides methods for managing 

connections to Node and Channel objects. 

We have used  specialized versions of the 

NetDevice called, WifiNetDevice.A 

WifiNetNevice is designed to work with a 

WifiChannel. 

Topology Helpers we used topology helpers to connect 

NetDevices to Nodes, NetDevices to 

Channels, assigning IP addresses, etc., are 

such  . It takes core operations to create a 

NetDevice, add a MAC address, install 

that net device on a Node, configure the 

node’s protocol stack, and then connect 

the NetDevice to a Channel.  

NodeContainer nodes; 

nodes.Create (); 

The NodeContainer topology helper we 

have used to create, manage and access 

any Node objects that we create in order 

to run a simulation. 

NetDeviceContainer We used this class to create device 

container. 

InternetStackHelper 

InternetStackHelper stack; 

stack.Install (); 

We used the InternetStackHelper  

topology helper to create internet stacks. 

The Install method took a NodeContainer 

as a parameter. When it got executed, it 

installed an Internet Stack (TCP, UDP, IP, 

etc.) on each of the nodes in the node 

container. 
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Ipv4AddressHelper 

Ipv4AddressHelper address; 

address.SetBase ("10.1.1.0", "255.255.255.0"); 

We allocated IP addresses from the 

network 10.1.1.0 using the mask 

255.255.255.0 to define the address bits. 

By default the addresses allocated will 

start at one and increase monotonically, 

so the first address allocated from this 

base will be 10.1.1.1, followed by 

10.1.1.2, etc 

Ipv4InterfaceContainer interfaces =address.Assign(devices); This performed the actual address 

assignment. 

Mobility 

 

We used ConstantPositionMobilityModel. 

NqosWifiMacHelper We used Helper class to create MAC 

configuration and it is set to 

AdhocWifiMac. 

YansWifiPhyHelper We used Yans physical layer model 

characteristic. 

YansWifiChannelHelper We used Yans wifi channel  characteristic. 

Socket::CreateSocket() 

InetSocketAddress 

 

We created sockets for communication 

among nodes. 

RoutingTable 

RoutingTableEntry 

RoutingProtocol 

We used these classes to add and update 

routes. We even checked for valid route 

with this class. To validate route we used 

sequence number. 

Neighbors We created and changed neighbors 

through this class. 

Simulator::Schedule() 

Simulator::ScheduleWithContext() 

We used these to generate events. 
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Ipv4InterfaceAddress 

SetUp(1) 

SetUp(0) 

We wanted interface to drop the packets. 

We used the method SetUp(1) to get the 

interface up. SetUp(0) for down. 
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1 

3 

10 

9 

2 

6 

4 5 

7 

8 

aodv-packet 

aodv-routing-

protocol 

aodv-rtable 

aodv-rqueue 

aodv-neighbor 

 

Inherits node 

characteristics. 

ProtocolHandler, 

Ptr<NetDevice>,pr

otocol, 

promiscuous 

Added 

attributes 

for 

computatio

n of 

belief,disbel

ief and 

uncertainty 

CreateSocket() 

Bind() 

SetRecvCallback() 

SetSendCallback() 

Simulator::Schedule() 
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APPENDIX V Key Management in MANET 

 
Data encryption is the base for most security mechanisms, in which secret key operates on 

message to  generate a cipher text that cannot be revived without the original key. This 

encryption mechanism is a good preventive mechanism against unauthorized access to the 

user and secures from gaining access to the secured communication. With enough 

knowledge of plaintext-ciphertext pair gained by capturing sufficient packets or by 

launching a dictionary attack, a fixed secret key is vulnerable to cracking. Therefore, the 

most efficient way to protect the network from such attacks is to generate the secret key 

dynamically and replace it periodically. Hu et al. developed a secure routing protocol 

called Ariadne (Alliance of Remote Instructional Authoring and Distributed Networks for 

Europe), based on Dynamic Source Routing protocol (DSR) and symmetric cryptography 

architecture for end-to-end authentication. Hu and Perrig have proposed a scheme based on 

DSDV (Destination-Sequenced Distance Vector Routing) the proactive routing protocol 

and called SEND (Secure Efficient Ad-hoc Distance vector), which runs under a trusted ad 

hoc network environment. For preserving CPU power and achieve better performance, 

SEND uses one-way public-key signed hash functions instead of asymmetric 

cryptography. 

Authenticated Routing for Ad hoc Network (ARAN) was formulized by Sanzgiri et al. 

which uses pre-determined public key cryptography certificates which  detects and protects 

the ad hoc network against malicious actions with help from its parties’ or peers’ nodes. In 

comparison to SEND, ARAN requires a higher computational cost in each node to retain 

the hop-by-hop authentication. SRP (Secure Routing Protocol) rejects fabricated, 

compromised or replayed route replies and assures correct connectivity information as well 

as route discovery. SRP does not take into account intermediate nodes to cryptographically 

validate control traffic but only assumes that there is a security association between the 

pair of end-points only. 

Those protocols and traditional security approaches, such as authentication, digital 

certificates and public-key encryption algorithm, are vital in achieving data privacy, 

integrity, non-repudiation and availability of communication in ad hoc networks. These 

mechanisms are not sufficient, either in terms of computational or communication 

overhead or lack of ability to prevent attacks launched from inside the network., there 

remains a need for a lightweight and reliable security enhancement protocol. The D-key 
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protocol is suggested which is based on a dynamic rekeying mechanism that ensures 

privacy of communication and prevents unauthorized users from accessing the secret data 

during end-to-end communication. Symmetric-key encryption algorithm is the base for D-

key encryption protocol and applied to accepted and reactive AODV routing protocol . The 

key management system used in D-key architecture is similar to IEEE 802.1x WEP (Wired 

Equivalent Privacy) and TKIP (Temporal Key Integrity Protocol) protocol, which contains 

a pre-shared static secret key and a randomly selected key from Initialization Vector (IV). 

Apart from  these two keys, an extra dynamic secret d-key is applied to every data packet 

before transmission. The key stream is combined with these three different keys. The 

dynamic d-key is generated according to the previous data packet and therefore only the 

sender and authorized recipient are able to decrypt the cipher text by the key stream that is 

combined with the dynamic secret D-key and static key, and then reveal the plaintext data 

packet, which becomes the new seed of the D-key used in the next data encryption. Key 

management schemes usually focus on improving security and optimizing the keys 

memory storage. 

Clusters are bases for  group structures and also hierarchical trees Clustering is preferred 

for its rekeying rapidity. The total cost of rekeying will increase greatly when changes in 

the group membership occur. Mostly hierarchical tree scheme is adopted to decrease the 

rekeying cost and to simplify management when members join or leave a group in 

MANET. Security is ensured by Traffic Encryption Keys (TEK) delivered by the source 

node and a Key Encryption Key (KEK)distributed in each cluster by its leader. In mobile 

ad hoc network, as the network topology changes, group maintenance of infrastructure 

wireless mobile networks is not suitable. Two rekeying method are suggested to mobile 

environments. Forward secrecy is the first key which suggests that  when a new node joins 

a group, it cannot decrypt past encrypted traffic. The second is backward secrecy. When a 

node of a group member, leaves its group, it cannot decrypt future encrypted traffic. 

Security for group key protection will be better, if the forward/backward secrecy methods 

are followed. This scheme is good for multicast group keys and to reduce the rekeying 

traffic. In the first category, a single key server is responsible for computing and 

distributing a shared key to all members. This key is used for encrypting and decrypting 

multicast messages. The group controller (GC) attributes a separate secret key to each 

group member. This secret key is used to establish a unicast secure channel between the 

GC and each member. When a member leaves the group, the GC generates a new TEK 
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(Traffic Encryption Key) and sends it to each group member using the secure channel. The 

number of transmitted messages needed for rekeying is then (n − 1) where n is the number 

of group members. The scheme is not scalable with a large multicast group.  

In MANET, to reduce the number of exchanged messages for rekeying, a centralized 

approach is given which can optimize network resources. There is only one key manager in 

the group, so if it breaks down the whole scheme will not work. In decentralized category, 

several entities are involved in calculating and distributing the shared key for all group 

members. Baal protocol was proposed which defines three types of nodes: (i) the group 

controller GC that maintains a participant list PL, announces the secure session and 

distributes the TEK to the members via local controllers. (ii) The local controller LC 

manages keys within its sub-network. The GC emits the PL (Participant List) to LCs 

(Local Controller) so that they could decide to accept or refuse membership requests. (iii) 

Group members are users whose identity is mentioned in the PL. when a member leaves 

the group, the corresponding LC generates a new TEK and distributes it its local members 

encrypted with their secret keys. Then it multicasts the new TEK to the other LCs and 

members encrypted with the old TEK. All members share the same new traffic encryption 

key because of this distribution. Baal has a disadvantage meaning that there may be  

conflicts between simultaneous TEK updates by different LCs. The GC attributes a priority 

to each LC. In case of simultaneous TEK updates, members switch to the new TEK 

generated by the LC with the highest priority. 

Various schemes are suggested to generate, maintain, use and update keys in MANET.  


